
  
    
  
NetworkManager and Security




   NetworkManager distinguishes two types of wireless connections, trusted and
   untrusted. A trusted connection is any network that you explicitly
   selected in the past. All others are untrusted. Trusted connections are
   identified by the name and MAC address of the access point. Using the MAC
   address ensures that you cannot use a different access point with the
   name of your trusted connection.
  

   NetworkManager periodically scans for available wireless networks. If multiple
   trusted networks are found, the most recently used is automatically
   selected. NetworkManager waits for your selection in case that all networks are
   untrusted.
  

   If the encryption setting changes but the name and MAC address remain the
   same, NetworkManager attempts to connect, but first you are asked to confirm the
   new encryption settings and provide any updates, such as a new key.
  

   If you switch from using a wireless connection to offline mode,
   NetworkManager blanks the ESSID. This ensures that the card is
   disconnected.
  
User and System Connections




    NetworkManager knows two types of connections: user and
    system connections. User connections are connections
    that become available to NetworkManager when the first user logs in. Any required
    credentials are asked from the user and when the user logs out, the
    connections are disconnected and removed from NetworkManager. Connections that are
    defined as system connection can be shared by all users and are made
    available right after NetworkManager is started—before any users log in. In
    case of system connections, all credentials must be provided at the time
    the connection is created. Such system connections can be used to
    automatically connect to networks that require authorization. For
    information how to configure user or system connections with NetworkManager, refer
    to Section “Configuring Network Connections”.
   

    For KDE, system connections with NetworkManager are currently not supported (use
    YaST instead).
   

Storing Passwords and Credentials




    If you do not want to re-enter your credentials each time you want to
    connect to an encrypted network, you can use the desktop-specific tools
    GNOME Keyring Manager or KWalletManager to store your credentials
    encrypted on the disk, secured by a master password.
   

    With KNetworkManager, you can configure if and how to store your credentials in
    KDE. To do so, left-click the KNetworkManager icon and select Manage
    Connections. Click Other+Connection Secrets and select one of
    the following options:
   
	Do Not Store (Always Prompt)
	
       This is useful if you are working in an environment where storing
       credentials is considered a security risk.
      

	In File (Unencrypted)
	Security Risk

        Storing your network credentials unencrypted is a security risk.
        Everybody who has access to your computer can reuse your
        connectivity and intercept your network connection.
       


       If you choose this option, your passwords are stored unencrypted in
       the respective connection file that is created for each connection.
       Find them under
       $HOME/.kde4/share/apps/networkmanagement/connections.
      

	In Secure Storage (Encrypted)
	
       If you choose this options, your credentials are stored in
       KWalletManager. For more information on KWalletManager, see
       “Managing Passwords with KWallet Manager” (↑KDE User Guide).
      





Desktop Selection




   In openSUSE, you can choose from various desktops (this dialog is
   not available when installing from the LiveCDs). The major ones,
   KDE and GNOME, are powerful
   graphical desktop environments similar to Windows. Find information about
   these in the “KDE User Guide” (↑KDE User Guide) and the
   “GNOME User Guide” (↑GNOME User Guide). This step is skipped when
   installing from a LiveCD, since this medium is already preconfigured to
   either use KDE or GNOME.
  

   If you prefer a different desktop, choose Other for
   more options. The XFCE Desktop is a fast and
   lightweight desktop environment suitable for modest hardware. With
   Minimal X Window, install a graphical window manager
   that allows for running stand-alone X applications and console windows
   but does not provide the usual integrated desktop functionality. In
   Minimal Server Selection (Text Mode), only console
   terminals are available.
  
Figure 1.5. Desktop Selection
[image: Desktop Selection]




Suggested Partitioning




   Define a partition setup for openSUSE in this step. In most cases a
   reasonable scheme that can be accepted without change is proposed. If a
   hard disk containing only Windows FAT or NTFS partitions is selected as
   the installation target, YaST proposes to shrink one of these
   partitions. Accept the proposal with Next and proceed
   with the installation. Experienced users can also customize the proposal
   or apply their own partitioning scheme.
  

   The proposed partitioning is Partition Based by
   default. If you prefer an LVM Based setup, check the
   respective option to automatically convert the proposal. Refer to
   “LVM Configuration” (Chapter “Advanced Disk Setup”, ↑Reference) for more information about the
   Logical Volume Manager (LVM).
  

   To make small changes in the proposal (like changing the file system type
   or encrypt partitions), select Edit Partition Setup
   and adjust the settings. See “Using the YaST Partitioner” (Chapter “Advanced Disk Setup”, ↑Reference)
   for instructions.
  
Figure 1.6. Suggested Partitioning
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Partitioning a Specific Disk




    If your machine contains more than one hard disk and you want to
    restrict the partitioning proposal to just one disk, choose
    Create Partition Setup and then select a specific
    disk from the list. If the chosen hard disk does not contain any
    partitions yet, the whole hard disk will be used for the proposal.
    Otherwise, you can choose which existing partition(s) to utilize. To add
    a separate partition for you personal data check Propose a
    Separate Home Partition. Instead of the default
    partition-based proposal, it is possible to Create an LVM Based
    Proposal. Choose two times Next to proceed
    to the next step.
   
Resizing a Windows Partition




     If the selected hard disk only contains a Windows FAT or NTFS
     partition, YaST offers to delete or shrink this partition. If you
     select Delete Windows Completely, the Windows
     partition is marked for deletion and the space is used for the
     installation of openSUSE.
    
Deleting Windows

      If you delete Windows, all data will be lost beyond recovery as soon
      as the formatting starts.
     


     To Shrink the Windows Partition, you need to
     interrupt the installation and boot Windows to prepare the partition
     before shrinking it. For all Windows file systems, proceed as follows:
    
	
       Deactivate a Virtual Memory file, if there is one.
      

	
       Run scandisk.
      

	
       Run defrag.
      




     After these preparations, restart the openSUSE installation. When
     you turn to the partitioning setup, proceed as before and select
     Shrink Windows Partition. After a quick check of the
     partition, the dialog for resizing the Windows partition opens.
    

     The bar graph shows how much disk space is currently occupied by
     Windows and how much space is still available. To change the proposed
     settings use the slider or the input fields to adjust the partition
     sizing.
    
Figure 1.7. Resizing the Windows Partition
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     If you leave this dialog by selecting Next, the
     settings are stored and you are returned to the previous dialog. The
     actual resizing takes place later, before the hard disk is formatted.
    
Writing on NTFS Partitions

       By default, the Windows versions NT, 2000, and XP use the
      NTFS file system. openSUSE includes read and write access to the
      NTFS file system, but this feature has a few limitations. This means
      that you cannot read or write encrypted or compressed files.
      Furthermore, the Windows file permissions are not honored at the
      moment. See
      http://en.opensuse.org/NTFS for more
      information.
     



Custom Partitioning




    Set up your own partitioning scheme by selecting Create
    Partition Setup and then Custom
    Partitioning. The Expert Partitioner opens, displaying the
    current partition setup. Expand the Hard Disks in the
    System View pane by clicking on the +, then click on
    one of the listed hard disks. Now you can Add,
    Edit, Resize, or
    Delete partitions. For more information about custom
    partitioning and configuring advanced features, refer to
    “Using the YaST Partitioner” (Chapter “Advanced Disk Setup”, ↑Reference)
   


Configuring Network Connections




   After having enabled NetworkManager in YaST, configure your network connections
   with the NetworkManager front-ends available in KDE and GNOME. The network
   configuration dialogs for both front-ends are very similar. They show
   tabs for all types of network connections, such as wired, wireless,
   mobile broadband, DSL, and VPN connections. On each tab, you can add,
   edit or delete connections of that type. In the KDE configuration dialog,
   the appropriate tabs are only active if the connection type is available
   on your system (depending on hardware and software). By default, KNetworkManager
   also displays comprehensive tooltips for the input fields and options
   available on each tab.
  

   To open the network configuration dialog in GNOME, open the main menu and
   click the Network entry at the right. Conversely,
   press Alt+F2
   and enter nm-connection-editor (or in the GNOME
   Control Center select System+Network Configurations).
  
Figure 5.1. GNOME Network Configuration Dialog
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   If you use KDE, open the main menu and click Configure
   Desktop. In the Personal Settings then
   select Network Connections on the
   General tab to open the network configuration dialog.
  
Figure 5.2. KDE Network Configuration Dialog
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   Conversely, you can also start the configuration dialogs from the NetworkManager
   applet in the system tray. In KDE, left-click the icon and select
   Manage Connections. In GNOME, right-click the icon and
   select Edit Connections.
  
Availability of Options

    Depending on your system set-up, you may not be allowed to configure
    connections. In a secured environment, some options might be locked or
    require root permission. Ask your system administrator for
    details.
   

Procedure 5.1. Adding or Editing Connections

    When configuring network connections with NetworkManager, you can also define
    system connections that can be shared by all users.
    In contrast to user connections, system connections
    are made available right after NetworkManager is started—before any users
    log in. For more details about both types of connections, refer to
    Section “User and System Connections”.
   

    Currently, the system connection option is not
    available in KNetworkManager. To set up system connections, you need to use YaST
    in this case.
   
Hidden Networks

     To connect to a “hidden” network (a network that does not
     broadcast its service) you have to know the Extended Service Set
     Identifier (ESSID) of the network because it cannot be detected
     automatically.
    

	
     To add a new connection, click the tab for the connection type you want
     to use and click Add.
    

	
     Enter a Connection Name and your connection details.
    

	
     For a hidden network, enter the ESSID and the encryption parameters.
    

	
     You can tie the connection to a certain device, if more than one
     physical device per connection type is available (for example, your
     machine is equipped with two ethernet cards or two wireless cards).
    

     If you use KDE, do so by using the Restrict to
     Interface option. If you use GNOME, enter the MAC
     address of the device you want to tie the connection to and
     confirm your settings.
    

	
     If you want NetworkManager to automatically use a certain connection, activate
     Connect Automatically for this connection.
    

	
     To turn a connection into a system connection
     activate Available to all users (GNOME). 
     To create and edit system connections, root permission is
     required.
    




   After having confirmed your changes, the newly configured network
   connection appears in the list of available networks you get by
   left-clicking the NetworkManager applet.
  
Figure 5.3. KNetworkManager—Configured and Available Connections
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   At the moment, bluetooth connections cannot be configured with NetworkManager. For
   a manual way of setting up a dial-up connection via Bluetooth, refer to
   http://en.opensuse.org/Configuring_Bluetooth_Dial-Up_Connections_for_openSUSE_11.2.
  

Troubleshooting




   Connection problems can occur. Some common problems related to NetworkManager
   include the applet not starting, a missing VPN option, and issues with
   SCPM. Methods for resolving and preventing these problems depend on the
   tool used.
  
	NetworkManager Desktop Applet Does Not Start
	
      The GNOME and KDE NetworkManager applets start automatically if the network is
      set up for NetworkManager control. If the applet does not start, check if NetworkManager
      is enabled in YaST as described in
      Section “Enabling NetworkManager”. Then make sure that the appropriate
      package for your desktop environment is also installed. If you are
      using KDE 4, the package is
      NetworkManager-kde4. For GNOME
      users the package is
      NetworkManager-gnome.
     

      If the desktop applet is installed but is not running for some reason,
      start it manually with the command nm-applet
      (GNOME) or knetworkmanager (KDE).
     

	NetworkManager Applet Does Not Include the VPN Option
	
      Support for NetworkManager, applets, and VPN for NetworkManager is distributed in separate
      packages. If your NetworkManager applet does not include the VPN option, check
      if the packages with NetworkManager support for your VPN technology are
      installed. For more information, see Section “NetworkManager and VPN”.
     

	SCPM Does Not Switch the Network Configuration
	
      You are probably using SCPM together with NetworkManager. NetworkManager is not currently
      able to work with SCPM profiles. Do not use NetworkManager together with SCPM
      when SCPM profiles also change network settings. To use SCPM and NetworkManager
      at the same time, disable the network resource in SCPM configuration.
     

	No Network Connection Available
	
      If you have configured your network connection correctly and all other
      components for the network connection (router, etc.) are also up and
      running, it sometimes helps to restart the network interfaces on your
      computer. To do so, log in to a command line as root and run
      rcnetwork restart.
     




Performing the Installation




   After configuring all installation settings, click
   Install in the Installation Settings window to start
   the installation. Some software may require a license confirmation. If
   your software selection includes such software, license confirmation
   dialogs are displayed. Click Accept to install the
   software package. When not agreeing to the license, click I
   Disagree and the software package will not be installed. In the
   dialog that follows, confirm with Install again.
  

   The installation usually takes between 15 and 30 minutes, depending on
   the system performance and the selected software scope. After having
   prepared the hard disk, having saved and
   restored the user settings, and having deployed the installation
   images, the software installation starts.
   During this procedure a slide show introduces the
   features of openSUSE. Choose Details to switch to
   the installation log or Release
   Notes to read important up-to-date information which was not
   available when the manuals were printed.
  
Release Notes

     The release notes that can be viewed during this step are
    the ones printed on the installation CD. A newer version may be
    available on the Internet. When manually configuring network and
    Internet access as described in
    Section “Network Configuration”, the latest version of
    the release notes will be displayed at the end of the installation.
   


   After the software installation has completed, the basic system is set
   up. Among others, “Finishing the Basic Installation”
   includes installing the boot manager, initializing fonts and more. Next
   YaST boots into the new Linux system to start the system configuration.
  
Existing SSH Host Keys

    If you install openSUSE on a machine with existing Linux
    installations, the installation routine automatically imports the SSH
    host key with the most recent access time from an existing installation.
   


Editing Texts




   In order to edit files from the command line, you will need to know the
   vi editor. vi is a default editor which can be found on nearly every
   UNIX/Linux system. It can run several operating modes in which the keys
   you press have different functions. This does not make it very easy for
   beginners, but you should know at least the most basic operations with
   vi. There may be situations where no other editor than vi is available.
  

   Basically, vi makes use of three operating modes:
  
	command mode
	
      In this mode, vi accepts certain key combinations as commands. Simple
      tasks such as searching words or deleting a line can be executed.
     

	insert mode
	
      In this mode, you can write normal text.
     

	extended mode
	
      In this mode, also known as colon mode (as you have to enter a colon
      to switch to this mode), vi can execute also more complex tasks such
      as searching and replacing text.
     




   In the following (very simple) example, you will learn how to open and
   edit a file with vi, how to save your changes and quit vi.
  
Example: Editing with vi



Display of Keys

      In the following, find several commands that you can enter in vi by
      just pressing keys. These appear in uppercase as on a keyboard. If you
      need to enter a key in uppercase, this is stated explicitly by showing
      a key combination including the Shift key.
     

	
      To create and open a new file with vi, enter
     
vi textfile.txt

      By default, vi opens in command mode in which you
      cannot enter text.
     

	
      Press I to switch to insert mode. The bottom line
      changes and indicates that you now can insert text.
     

	
      Write some sentences. If you want to insert a new line, first press
      Esc to switch back to command mode.
      Press O to insert a new line and to switch to insert
      mode again.
     

	
      In the insert mode, you can edit the text with the arrow keys and with
      Del.
     

	
      To leave vi, press Esc to switch to command
      mode again. Then press : which takes you to the
      extended mode. The bottom line now shows a colon.
     

	
      To leave vi and save your changes, type wq
      (w for write;
      q for quit) and press
      Enter. If you want to save the file under
      a different name, type w
      filename and press
      Enter.
     

      To leave vi without saving, type q! instead and
      press Enter.
     





Useful Features of the Shell




   As you probably noticed in the examples above, entering commands in Bash
   can include a lot of typing. In the following, get to know some features
   of the Bash that can make your work a lot easier and save a lot of
   typing.
  
	History 
    
	
      By default, Bash “remembers” commands you have entered.
      This feature is called history. You can browse
      through commands that have been entered before, select one you want to
      repeat and then execute it again. To do so, press
      ↑ repeatedly until the desired command
      appears at the prompt. To move forward through the list of previously
      entered commands, press ↓. For easier
      repetition of a certain command from Bash history, just type the first
      letter of the command you want to repeat and press
      Page ↑.
     

      You can now edit the selected command (for example, change the name of
      a file or a path), before you execute the command by pressing
      Enter. To edit the command line, just move the
      cursor to the desired position using the arrow keys and start typing.
     

      You can also search for a certain command in the history. Press
      Ctrl+R
      to start an incremental search function. showing the following prompt:
     
 (reverse-i-search)`': 

      Just type one or several letters from the command you are searching
      for. Each character you enter narrows down the search. The
      corresponding search result is shown on the right side of the colon
      whereas your input appears on the left of the colon. To accept a
      search result, press Esc. The prompt now
      changes to its normal appearance and shows the command you chose. You
      can now edit the command or directly execute it by pressing
      Enter.
     

	Completion
    
	
      Completing a filename or directory name to its full length after
      typing its first letters is another helpful feature of Bash. To do so,
      type the first letters then press →|
      (Tabulator). If the filename or path can be uniquely identified, it is
      completed at once and the cursor moves to the end of the filename. You
      can then enter the next option of the command, if necessary. If the
      filename or path cannot be uniquely identified (because there are
      several filenames starting with the same letters), the filename or
      path is only completed up to the point where it becomes ambiguous
      again. You can then obtain a list of them by pressing
      →| a second time. After this, you can enter the
      next letters of the file or path then try completion again by pressing
      →|. When completing filenames and paths
      with the help of →|, you can
      simultaneously check whether the file or path you want to enter really
      exists (and you can be sure of getting the spelling right).
     

	Wild Cards 
    
	
      You can replace one or more characters in a filename with a wild card
      for pathname expansion. Wild cards are characters that can stand for
      other characters. There are three different types of these in Bash:
     
	
          
           Wild Card
          

         	
          
           Function
          

         
	
          
           ?
          

         	
          
           Matches exactly one arbitrary character
          

         
	
          
           *
          

         	
          
           Matches any number of characters
          

         
	
          
           [set]
          

         	
          
           Matches one of the characters from the group specified inside the
           square brackets, which is represented here by the string
           set.
          

         





Examples For Using History, Completion and Wildcards




    The following examples illustrate how to make use of these convenient
    features of Bash.
   
Procedure 7.6. Using History and Completion

     If you already did the example Section “Examples for Working with Files and Directories”
     your shell buffer should be filled with commands which you can retrieve
     using the history function.
    
	
      Press ↑ repeatedly until cd ~
      appears.
     

	
      Press Enter to execute the command and to switch
      to your home directory.
     

      By default, your home directory contains two subdirectories starting
      with the same letter, Documents and
      Desktop.
     

	
      Enter cd D and press →|.
     

      Nothing happens since Bash cannot identify to which one of the
      subdirectories you want to change.
     

	
      Press →| again to see the list of possible
      choices:
     
tux@knox:~> cd D Desktop/   Documents/ tux@knox:~> cd D

	
      The prompt still shows your initial input. Type the next character of
      the subdirectory you want to go to and press →|
      again.
     

      Bash now completes the path.
     

	
      You can now execute the command with Enter.
     



Procedure 7.7. Using Wildcards

     Now suppose that your home directory contains a number of files with
     various file extensions. It also holds several versions of one file
     which you saved under different filenames
     myfile1.txt, myfile2.txt etc.
     You want to search for certain files according to their properties.
    
	
      First, create some test files in your home directory:
     
	
        Use the touch command to create several (empty)
        files with different file extensions, for example
        .pdf, .xml and
        .jpg.
       

        You can do this consecutively (do not forget to use the Bash history
        function) or with only one touch command: simply
        add several filenames separated by a space.
       

	
        Create at least two files that have the same file extension, for
        example .html.
       

	
        To create several “versions” of one file, enter
       
touch myfile{1..5}.txt

        This command creates five consecutively numbered files:
       
myfile1.txt,…,myfile5.txt

	
        List the contents of your home directory. It should look similar to
        this:
       
-rw-r--r-- 1 tux users   0 2006-07-14 13:34 foo.xml
-rw-r--r-- 1 tux users   0 2006-07-14 13:47 home.html
-rw-r--r-- 1 tux users   0 2006-07-14 13:47 index.html
-rw-r--r-- 1 tux users   0 2006-07-14 13:47 toc.html
-rw-r--r-- 1 tux users   0 2006-07-14 13:34 manual.pdf
-rw-r--r-- 1 tux users   0 2006-07-14 13:49 myfile1.txt
-rw-r--r-- 1 tux users   0 2006-07-14 13:49 myfile2.txt
-rw-r--r-- 1 tux users   0 2006-07-14 13:49 myfile3.txt
-rw-r--r-- 1 tux users   0 2006-07-14 13:49 myfile4.txt
-rw-r--r-- 1 tux users   0 2006-07-14 13:49 myfile5.txt
-rw-r--r-- 1 tux users   0 2006-07-14 13:32 tux.png
       



	
      With the help of wild cards, select certain subsets of the files
      according to various criteria:
     
	
        To list all files with the .html extension,
        enter
       
 ls -l *.html

	
        To list all “versions” of
        myfile.txt, enter
       
ls -l myfile?.txt

        Note that you can only use the ? wild card here
        because the numbering of the files is single-digit. As soon as you
        have a file named myfile10.txt you must to use
        the * wild card to view all versions of
        myfile.txt (or add another question mark, so
        your string looks like myfile??.txt).
       

	
        To remove, for example, version 1-3 and version 5 of
        myfile.txt, enter
       
rm myfile[1-3,5].txt

	
        Check the result with
       
ls -l

        Of all myfile.txt versions only
        myfile4.txt should be left.
       






    You can also combine several wild cards in one command. In the example
    above, rm myfile[1-3,5].* would lead to the same
    result as rm myfile[1-3,5].txt because there are only
    files with the extension .txt available.
   
Using Wildcards in rm Commands

     Wildcards in a rm  command can be very useful but
     also dangerous: you might delete more files from your directory than
     intended. To see which files would be affected by the
     rm, run your wildcard string with
     ls instead of rm first.
    



Part III. Help and Troubleshooting




Setting Up a Printer




  YaST can be used to configure a local printer that is directly connected
  to your machine (normally with USB or parallel port) and to set up
  printing with network printers. It is also possible to share printers over
  the network and to add 3rd party “drivers” (PostScript
  Printer Description (PPD) files). Further information about printing
  (general information, technical details, and troubleshooting) is available
  in “Printer Operation” (↑Reference).
 

  In YaST, click Hardware+Printer to start the printer module. By
  default it opens in the Printer Configurations view,
  displaying a list of all printers that are available and configured. This
  is especially useful when having access to a lot of printers via the
  network. From here you can also Print a Test Page on
  the selected printer and configure local printers.
 
Configuring Local Printers




   If an unconfigured local printer is detected, YaST starts automatically
   to configure it. YaST can configure the printer automatically if the
   parallel or USB port can be set up automatically and the connected
   printer can be detected. The printer model must also be listed in the
   database used during the automatic hardware detection.
  

   If the printer model is unknown or cannot be automatically detected,
   configure it manually. There are two possible reasons why a printer is
   not automatically detected:
  
	
     The printer does not identify itself correctly. This may apply to very
     old devices. Try to configure your printer as described in
     Section “Configuring Manually”.
    

	
     If the manual configuration does not work, communication between
     printer and computer is not possible. Check the cable and the plugs to
     make sure that the printer is properly connected. If this is the case,
     the problem may not be printer-related, but rather a USB or parallel
     port–related problem.
    



Configuring Manually




    Configuring a printer is basically a three-step process. First specify
    the connection type, then choose a driver and name the printing queue
    for this setup.
   

    For many printer models, several drivers are available. When configuring
    the printer, YaST defaults to the one marked
    recommended as a general rule. Normally it is
    necessary to change the driver—the recommended
    one should produce the best results. However, if you want a color
    printer to print only in black and white, it is most convenient to use a
    driver that does not support color printing, for example. If you
    experience performance problems with a PostScript printer when printing
    graphics, it may help to switch from a PostScript driver to a PCL driver
    (provided your printer understands PCL).
   

    If no driver for your printer is listed, you can try to select a generic
    driver with an appropriate standard language from the list. Refer to
    your printer's documentation to find out which language (the set of
    commands controlling the printer) your printer understands. If this does
    not work, refer to Section “Adding Drivers with YaST” for
    another possible solution.
   

    A printer is never used directly, but always through a print queue. This
    ensures that simultaneous jobs can be queued and processed one after the
    other. Each printer queue is assigned to a specific driver, and a
    printer can have multiple queues. This makes it possible to set up a
    second queue on a color printer that prints black and white only, for
    example. Refer to “The Workflow of the Printing System” (Chapter “Printer Operation”, ↑Reference) for more information
    about print queues.
   
Procedure 2.1. Adding a New Local Printer
	
      Start the YaST printer module with Hardware+Printer
     

	
      Click Add in the Printer
      Configurations screen
     

	
      If your printer is already listed under Determine
      Connection, proceed with the next step. Otherwise, start the
      Connection Wizard and choose the connection type
      (for example USB Port for a USB printer).
     

	
      Enter the vendor name and/or the model name into the input box under
      Assign Driver and click search.
     

	
      Choose the driver marked as recommended that best matches your
      printer. If no suitable drivers is displayed
     
	
        check your search term
       

	
        broaden your search by clicking More Drivers
       

	
        add a driver as described in
        Section “Adding Drivers with YaST”
       



	
      Specify the Default paper size
     

	
      Enter a unique name for the printer queue in the Set
      Name field.
     

	
      The printer is now configured with the default settings and ready to
      use. Click OK to return to the Printer
      Configurations view. The newly configured printer is now
      visible in the printers list.
     




Adding Drivers with YaST




    If no suitable driver is available in the Assign
    Drivers dialog when adding a new printer, no PPD (PostScript
    Printer Description, commonly referred to as “printer
    driver”) file for your model is available. For more information
    about PPD files, refer to “Installing the Software” (Chapter “Printer Operation”, ↑Reference).
   

    Get PPD files directly from your printer vendor or from the driver CD of
    the printer. For details, see “No Suitable PPD File Available for a PostScript Printer” (Chapter “Printer Operation”, ↑Reference).
    Conversely, you can also find PPD files at
    http://www.linuxfoundation.org/en/OpenPrinting/, the
    “OpenPrinting.org printer database”. When downloading PPD
    files from OpenPrinting.org, keep in mind that it always shows the
    latest Linux support status, which is not necessarily met by
    openSUSE.
   
Procedure 2.2. Adding a PPD file
	
      Start the YaST printer module with Hardware+Printer
     

	
      Click Add in the Printer
      Configurations screen
     

	
      Click Add Driver in the Assign
      Driver section
     

	
      Enter the full path to the PPD file into the input box under
      Make a Printer Description File Available or choose
      the file from a dialog box by clicking on Browse
     

	
      Click OK to return to the Add New Printer
      Configuration screen.
     

	
      In order to directly use this PPD file, proceed as described in
      Procedure 2.1, “Adding a New Local Printer”. Otherwise,
      click Cancel.
     




Editing a Local Printer Configuration




    By editing an existing configuration for a local printer you can not
    only change basic settings as connection type and driver, but also
    adjust the default settings for paper size, resolution, media source,
    etc. You can change the identifier of the printer by altering the
    printer descriptions.
   
Procedure 2.3. Editing a Local Printer
	
      Start the YaST printer module with Hardware+Printer
     

	
      In the Printer Configurations screen, choose a
      local printer from the list and click Edit.
     

	
      Change the connection type or the driver as described in
      Procedure 2.1, “Adding a New Local Printer”. This should
      only be necessary in case you have problems with the current
      configuration.
     

	
      Make this printer the default by checking Default
      Printer.
     

	
      Adjust the default settings by clicking All Options for the
      Current Driver. To change a setting, expand the list of
      options by clicking the relative + sign. Change the
      default by clicking on an option. Apply your changes by clicking
      OK
     





Configuring Printing via the Network with YaST




   Network printers are not detected automatically. They must be configured
   manually using the YaST printer module. Depending on your network
   setup, you can print to a print server (CUPS, LPD, SMB, or IPX) or
   directly to a network printer (preferably via TCP). Access the
   configuration view for network printing by choosing Printing via
   Network from the left pane in the YaST printer module.
  
Using CUPS




    In a Linux environment CUPS is usually used to print via the network.
    The simplest setup is to only print via a single CUPS server which can
    directly be accessed by all clients. Printing via more than one CUPS
    server requires a running local CUPS daemon that communicates with the
    remote CUPS servers.
   
Procedure 2.4. Printing via a Single CUPS server
	
      Start the YaST printer module with Hardware+Printer
     

	
      Launch the Print via Network screen from the left
      pane.
     

	
      Check Do All Your Printing Directly via One Remote CUPS
      Server and specify the name or IP address of the server.
     

	
      Click Test the Server to make sure you have chosen
      the correct name/IP address.
     

	
      Click OK to return to the Printer Configurations
      screen. All printers available via the CUPS server are now listed.
     



Procedure 2.5. Printing via multiple CUPS servers
	
      Start the YaST printer module with Hardware+Printer
     

	
      Launch the Print via Network screen from the left
      pane.
     

	
      Check Accept Printer Information from the Following
      Servers
     

	
      Specify which servers to use under General
      Settings. You may accept connections from all networks
      available, from the local network, or from specific hosts. If you
      choose the latter option, you need to specify the hostnames or IP
      addresses, as well.
     

	
      Confirm by clicking OKand then
      Yes when asked to start a local CUPS server. After
      the server has started you will return to the Printer
      Configurations screen. All printers available are now
      listed.
     




Using Print Servers other than CUPS




    If your network offers print services via print servers other than CUPS,
    start the YaST printer module with Hardware+Printer
    and launch the Print via Network screen from the left
    pane. Start the Connection Wizard and choose the
    appropriate Connection type. Ask your network
    administrator for details on configuring a network printer in your
    environment.
   


Sharing Printers Over the Network




   Printers managed by a local CUPS daemon can be shared over the network
   and so turn your machine into a CUPS server. Usually you share a printer
   by enabling CUPS' so-called “browsing mode”. If browsing is
   enabled, the local printer queues are made available on the network for
   listening to remote CUPS daemons. It is also possible to set up a
   dedicated CUPS server that manages all printing queues and can directly
   be accessed by remote clients. In this case it is not necessary to enable
   browsing.
  
Procedure 2.6. Sharing Printers
	
     Start the YaST printer module with Hardware+Printer
    

	
     Launch the Share Printers screen from the left pane.
    

	
     Select Allow Remote Access
    

	
     Check For Computers Within the Local Network and
     enable browsing mode by also checking Publish Printers by
     Default Within the Local Network.
    

	
     Add the network interface to be used by the CUPS
     server. If you want to share your printer(s) with all hosts on the
     network, also check Publish Printers by Default via the
     Network Interface Below.
    

	
     In case you like to restrict access to your CUPS server to certain
     networks or IP addresses, specify these via the two input boxes.
    

	
     Click OK to restart the CUPS server and return to the Printer
     Configurations screen.
    

	
     In case a firewall is used, make sure access via IPP to port 631 is
     allowed. When using SUSEFirewall2, allow the service CUPS (see
     “Configuring the Firewall with YaST” (Chapter “Masquerading and Firewalls”, ↑Security Guide) for more
     information).
    





Chapter 7. Shell Basics




  When working with Linux these days, you can communicate with the system
  almost without ever requiring a command line interpreter (the shell).
  After booting your Linux system, you are usually directed to a graphical
  user interface that guides you through the login process and the following
  interactions with the operating system. The graphical user interface in
  Linux (the X Window System or X11) is initially configured during
  installation. Both KDE and GNOME desktop (and other window managers you
  can install) use it for interaction with the user.
 

  Nevertheless, it is useful to have some basic knowledge of working with a
  shell because you might encounter situations where the graphical user
  interface is not available. For example, if some problem with the X Window
  System occurs. If you are not familiar with a shell, you might feel a bit
  uncomfortable at first when entering commands, but the more you get used
  to it, the more you will realize that the command line is often the
  quickest and easiest way to perform some daily tasks.
 

  For UNIX or Linux several shells are available which differ slightly in
  behavior and in the commands they accept. The default shell in
  openSUSE® is Bash (GNU Bourne-Again Shell).
 

  The following sections will guide you through your first steps with the
  Bash shell and will show you how to complete some basic tasks via the
  command line. If you are interested in learning more or rather feel like a
  shell “power user” already, refer to
  “Bash and Bash Scripts” (↑Reference).
 
Starting a Shell




   Basically, there are two different ways to start a shell from the
   graphical user interface which usually shows after you have booted your
   computer:
  
	
     you can leave the graphical user interface or
    

	
     you can start a terminal window within the
     graphical user interface.
    




   While the first option is always available, you can only make use of the
   second option when you are already logged in to a desktop such as KDE or
   GNOME. Whichever way you choose, there is always a way back and you can
   switch back and forth between the shell and the graphical user interface.
  

   If you want to give it a try, press Ctrl+Alt+F2 to leave the graphical user interface. The graphical user
   interface disappears and you are taken to a shell which prompts you to
   log in. Type your username and press Enter. Then
   type your password and press Enter. The prompt now
   changes and shows some useful information as in the following example:
  
 [image: 1]   [image: 2]   [image: 3]
tux@linux:~>
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     Your login.
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     The hostname of your computer.
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     Path to the current directory. Directly after login, the current
     directory usually is your home directory, indicated by the
     ~ symbol (tilde) .
    




   When you are logged in at a remote computer the information provided by
   the prompt always shows you which system you are currently working on.
  

    When the cursor is located behind this prompt, you can pass
   commands directly to your computer system. For example, you can now enter
   ls -l to list the contents of the
   current directory in a detailed format. If this is enough for your first
   encounter with the shell and you want to go back to the graphical user
   interface, you should log out from your shell session first. To do so,
   type exit and press Enter.
   Then press Alt+F7 to switch back to the graphical user interface. You will find
   your desktop and the applications running on it unchanged.
  

   When you are already logged in to the GNOME or the KDE desktop and want
   to start a terminal window within the desktop, press Alt+F2 and enter
   konsole (for KDE) or gnome-terminal
   (for GNOME). This opens a terminal window on your desktop. As you are
   already logged in to your desktop, the prompt shows information about
   your system as described above. You can now enter commands and execute
   tasks just like in any shell which runs parallel to your desktop. To
   switch to another application on the desktop just click on the
   corresponding application window or select it from the taskbar of your
   panel. To close the terminal window press Alt+F4.
  


Removing Software




   If you want to remove software from the system, proceed as
   follows if you have KDE running (for GNOME see
   below):
  
Procedure 3.5. Removing Software under KDE
	
     Click Software+Software
     Management to start the YaST package manager.
    

	
     Search for single packages as described in
     Section “Installing Software”.
    

	
     Mark packages for deletion by right-clicking them and choosing
     Delete.
    

	
     Click Accept to proceeed.
    

	
     If you have chosen to delete a package on which other packages are
     dependent, your choice results in a dependency conflict that cannot be
     automatically solved. In this case, it is recommended to not delete the
     package. You can try to manually solve this conflict as described in
     “Checking Software Dependencies” (Chapter “Installing or Removing Software”, ↑Reference), but be aware that each change you
     make may lead to other conflicts. To discard all changes you made,
     click Cancel two times and then
     Abandon.
    




   With GNOME running, proceed as follows:
  
	
     Click Software+Software
     Management to start the YaST package manager.
    

	
     Select Installed from the top menu to filter for
     packages already installed. Search for single packages as described in
     Section “Installing Software”.
    

	
     Right-click the package you want to remove in the main pane and click
     Remove.
    

	
     In order to select more packages, repeat the previous steps. Once you
     are finished click Apply to start the removal.
    

	
     If you have chosen to delete a package on which other packages are
     dependent, your choice results in a dependency conflict that cannot be
     automatically solved. In this case, it is recommended to not delete the
     package. You can try to manually solve this conflict as described in
     “Checking Software Dependencies” (Chapter “Installing or Removing Software”, ↑Reference), but be aware that each change you
     make may lead to other conflicts. To discard all changes you made,
     click Cancel and then click the undo button in the
     upper right corner.
    




Graphical Login




   openSUSE is now fully installed and configured. Unless you enabled
   the automatic login function or customized the default runlevel, you
   should see the graphical login on your screen in which to enter a
   username and password to log into the system. On single user systems with
   automatic login enabled, the desktop starts automatically.
  

   For a short introduction to the KDE or GNOME desktop environments, refer
   to the “GNOME Quick Start” (↑Quick Start Manuals) and the
   “KDE Quick Start” (↑Quick Start Manuals). Find detailed information about both
   desktop environments and about the applications to run on KDE or GNOME in
   the “KDE User Guide” (↑KDE User Guide) and the
   “GNOME User Guide” (↑GNOME User Guide). These manuals can be accessed via the
   Help function in both KDE and GNOME.
  

Using KNetworkManager




  
  
  The KDE front-end for NetworkManager is the KNetworkManager applet. If the network has been
  set up for NetworkManager control, the applet usually starts automatically with the
  desktop environment and is shown as an icon in the system tray.
 

  If your system tray does not show any network connection icon, the applet
  is probably not started. Press Alt+F2 and enter
  knetworkmanager to start it manually.
 

  KNetworkManager only shows wireless networks that you have configured a connection
  for. It hides connections when you are out of range of a wireless network,
  or when the network cable is disconnected, thus always giving you a clear
  view of which connections may be used.
 
Connecting to Wired Networks




   If your computer is connected to an existing network with a network
   cable, use KNetworkManager to choose the network connection.
  
	
     Left-click the applet icon to show a menu with available networks. The
     connection currently being used is selected in the menu and marked as
     Active.
    

	
     If you want to use a different configuration with the wired network,
     click Manage Connections and add another wired
     connection as described in Procedure 5.1, “Adding or Editing Connections”.
    

	
     Click the KNetworkManager icon and select the newly configured connection to
     activate it.
    




Connecting to Wireless Networks




   By default, KNetworkManager only shows wireless networks that you have configured a
   connection for—provided they are both available and visible. To
   connect to a wireless network for the first time, proceed as follows:
  
	
     Left-click the applet icon and select Create Network
     Connection. KNetworkManager shows a list of available visible wireless
     networks.
    

	
     To connect to a visible network, select the network from the list and
     click Connect. If the network is encrypted, a dialog
     opens. Choose the type of Security the network uses
     and enter the appropriate credentials.
    

	
     To connect to a network that does not broadcast its service set
     identifier (ESSID) and therefore cannot be detected automatically,
     select Connect to Other Network.
    

	
     In the dialog that opens, enter the ESSID and set encryption
     parameters, if necessary.
    

	
     Confirm your changes and click OK. NetworkManager now
     activates the new connection.
    

	
     To terminate a connection and to disable wireless networking, click the
     applet icon and uncheck Enable Wireless. This can be
     very useful if you are on a plane or in any other environment where
     wireless networking is not allowed.
    




   A wireless network that has been chosen explicitly will remain connected
   as long as possible. If a network cable is plugged in during that time,
   any connections that have been set to Connect
   Automatically will be connected, while the wireless connection
   remains up.
  

Configuring Your Wireless Card as an Access Point




   If your wireless card supports access point mode, you can use NetworkManager for
   configuration.
  
Availability of Options

    Depending on your system set-up, you may not be allowed to configure
    connections. In a secured environment, some options might be locked or
    require root permission. Ask your system administrator for
    details.
   

	
     Click the KNetworkManager applet and select Create Network
     Connection+New Ad-Hoc Network.
    

	
     In the following configuration dialog, enter a name for your network in
     the SSID field.
    
[image: Availability of Options]


	
     Set the encryption on the Wireless Security tab.
    
Unprotected Wireless Networks Are a Security Risk

      If you set Security to None,
      everybody can connect to your network, reuse your connectivity and
      intercept your network connection. To restrict access to your access
      point and to secure your connection, use encryption. You can choose
      between various WEP and WPA–based encryptions. If you are not
      sure which technology is best for you, read
      “Authentication” (Chapter “Wireless LAN”, ↑Reference).
     


	
     On the IP Address tab, make sure the
     Configure option is set to Shared
     (which is the default option for ad-hoc networks).
    

	
     Confirm your configuration with OK.
    




Customizing KNetworkManager




   You can customize some aspects of KNetworkManager: the number of icons displayed in
   the system tray, which tool tips to show and how to store your password
   and credentials for network connections. For more information about the
   last aspect, refer to Section “Storing Passwords and Credentials”.
  

   To explore the options available, start the Personal
   Settings from the main menu, select Network
   Connections on the General tab and click
   Other on the left-hand side of the configuration
   dialog.
  
Procedure 5.2. Configuring Multiple Tray Icons for KNetworkManager

    As KNetworkManager can keep multiple connections active at once, you might wish to
    be informed about the connection status for several connections at one
    glance. You can do so by using multiple NetworkManager icons in your system tray,
    each representing a different group of connection types (for example,
    one icon for wired connections, another icon for wireless connections).
   
	
     In the configuration dialog, switch to the Tray Icon
     tab.
    

	
     Click More Icons. A new icon entry appears in the
     list.
    

	
     Select the network connection types you want to be represented by this
     icon and group them under the respective icon.
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     Confirm your changes.
    




   Now the system tray shows multiple NetworkManager icons from which you then can
   access the connection types tied to that icon.
  

   When configuring a network connection as described in
   Procedure 5.1, “Adding or Editing Connections”, KNetworkManager also allows you to
   customize the icon displayed for this connection. To change the icon,
   click the icon button next to Connection Name and in
   the following dialog, select the icon of your choice. After confirming
   your changes, the new icon is displayed in the list of available
   connections you get by clicking the KNetworkManager icon in the system tray.
  


Choosing the Installation Method




   After having selected the installation medium, determine the suitable
   installation method and boot option that best matches your needs:
  
	Installing from the openSUSE Media
	
      Choose this option if you want to perform a stand-alone installation
      and do not want to rely on a network to provide the installation data
      or the boot infrastructure. The installation proceeds exactly as
      outlined in Section “The Installation Workflow”.
     

	Installing from the LiveCD
	
      In order to install from a LiveCD, boot the live system from CD. In
      the running system, launch the installation routine by clicking on the
      Install icon on the desktop. Phase one of the
      installation will be carried out in a window on the desktop. It is not
      possible to update or repair an existing system with a LiveCD, you can
      only perform a new installation (with automatic configuration).
     

	Installing from a Network Server
	
      Choose this option if you have an installation server available in
      your network or want to use an external server as the source of your
      installation data. This setup can be configured to boot from physical
      media (Floppy, CD/DVD, or hard disk) or configured to boot via network
      using PXE/BOOTP. Refer to Section “Installing from a Network Server Using SLP”,
      Section “Installing from a Network Source without SLP”, or
      “Remote Installation” (↑Reference) for details.
     

	Installing with openSUSE 11.2 Installer from
     Windows
	
      Choose this installation option if you prefer a smooth transition from
      using Windows to using Linux. openSUSE 11.2
      Installer allows you to boot into the openSUSE
      installation right from a running Windows by modifying the Windows
      boot loader. This installation option is only available from the DVD
      media. Refer to Section “Installing with the openSUSE 11.2 Installer from Windows”
      for details.
     




   openSUSE supports several different boot options from which you can
   choose, depending on the hardware available and on the installation
   scenario you prefer. Booting from the
   openSUSE media or using openSUSE 11.2
   Installer are the most straightforward options, but special
   requirements might call for special
   setups:
  
Table 1.1. Boot Options
	
       
        Boot Option
       

      	
       
        Description
       

      
	
       
        DVD
       

      	
       
        This is the easiest boot option. This option can be used if the
        system has a local DVD-ROM drive that is supported by Linux.
       

      
	
       
        openSUSE 11.2 Installer
       

      	
       
        openSUSE 11.2 Installer is installed under Microsoft
        Windows and makes it possible to boot directly into the installation
       

      
	
       
        PXE or BOOTP
       

      	
       
        Booting over the network must be supported by the system's BIOS or
        firmware, and a boot server must be available in the network. This
        task can also be handled by another openSUSE system.
        See
        http://en.opensuse.org/SuSE_install_with_PXE_boot
        for more information.Refer to
        “Remote Installation” (↑Reference) for more
        information.
       

      
	
       
        Hard Disk
       

      	
       
        openSUSE installation can also be booted from the hard disk. To
        do this, copy the kernel (linux) and the
        installation system (initrd) from the
        directory
        /boot/architecture/
        on the installation media to the hard disk and add an appropriate
        entry to the existing boot loader of a previous openSUSE
        installation.
       

      




Booting from DVD on UEFI machines

    DVD1 can be used as a boot medium for machines equipped with UEFI
    (Unified Extensible Firmware Interface). Refer to your vendor's
    documentation for specific information. If booting fails, try to enable
    CSM (Compatibility Support Module) in your firmware.
   

Installing from a Network Server Using SLP




    If your network setup supports OpenSLP and your network installation
    source has been configured to announce itself via SLP (described in
    “Setting Up the Server Holding the Installation Sources” (Chapter “Remote Installation”, ↑Reference)), boot the
    system, press F4 in the boot screen and select
    SLP from the menu.
   

    The installation program configures the network connection with DHCP and
    retrieves the location of the network installation source from the
    OpenSLP server. If the automatic DHCP network configuration fails, you
    are prompted to enter the appropriate parameters manually. The
    installation then proceeds as described below with the exception of the
    network configuration step that is needed prior to adding additional
    repositories. This step is not needed as the network is already
    configured and active at this point.
   

Installing from a Network Source without SLP




    If your network setup does not support OpenSLP for the retrieval of
    network installation sources, boot the system and press
    F4 in the boot screen to select the desired network
    protocol (NFS, HTTP, FTP, or SMB/CIFS). Provide the server's address and
    the path to the installation media.
   

    The installation program automatically configures the network connection
    with DHCP. If this configuration fails, you are prompted to enter the
    appropriate parameters manually. The installation retrieves the
    installation data from the source specified. The installation then
    proceeds as described below with the exception of the network
    configuration step needed prior to adding additional repositories. This
    step is not needed as the network is already configured and active at
    this point.
   

Installing with the openSUSE 11.2 Installer from Windows




    openSUSE 11.2 Installer is a
    Microsoft Windows application that prepares your computer to directly
    boot into the openSUSE installation without having to adjust BIOS
    settings. It is only available on DVD media. To use the installer,
    insert the openSUSE media under Windows. The openSUSE
    11.2 Installer setup automatically starts
    (if not, run openSUSE11_2_LOCAL.exe from the DVD).
    Choose a language for the installation and follow the instructions on
    the screen. The language you choose here is also preconfigured to be
    used for the openSUSE installation.
   

    On the next reboot, the Microsoft Windows boot loader launches. Choose
    openSUSE 11.2 Installer to start the
    openSUSE installation. In order to proceed with the installation,
    you will be prompted to insert the installation media. The installation
    proceeds as described below. When Microsoft Windows is booted again,
    openSUSE 11.2 Installer is
    automatically uninstalled.
   
Installing openSUSE alongside Microsoft Windows

     openSUSE can easily be installed alongside Microsoft Windows.
     Carry out the installation as described below—an existing Windows
     installation will automatically be detected and a dual boot option will
     be installed. If Windows covers the whole installation disk, the
     installation routine will make a proposal to shrink an existing Windows
     partition in order to make room for the openSUSE. Please read
     Section “Resizing a Windows Partition” prior
     to the installation for detailed information.
    



Appendix A. GNU Licenses




  This appendix contains the GNU General Public License and the GNU Free
  Documentation License.
 
GNU General Public License




  Version 2, June 1991
 

  Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple Place -
  Suite 330, Boston, MA 02111-1307, USA
 

  Everyone is permitted to copy and distribute verbatim copies of this
  license document, but changing it is not allowed.
 
Preamble




   The licenses for most software are designed to take away your freedom to
   share and change it. By contrast, the GNU General Public License is
   intended to guarantee your freedom to share and change free software--to
   make sure the software is free for all its users. This General Public
   License applies to most of the Free Software Foundation’s software
   and to any other program whose authors commit to using it. (Some other
   Free Software Foundation software is covered by the GNU Library General
   Public License instead.) You can apply it to your programs, too.
  

   When we speak of free software, we are referring to freedom, not price.
   Our General Public Licenses are designed to make sure that you have the
   freedom to distribute copies of free software (and charge for this
   service if you wish), that you receive source code or can get it if you
   want it, that you can change the software or use pieces of it in new free
   programs; and that you know you can do these things.
  

   To protect your rights, we need to make restrictions that forbid anyone
   to deny you these rights or to ask you to surrender the rights. These
   restrictions translate to certain responsibilities for you if you
   distribute copies of the software, or if you modify it.
  

   For example, if you distribute copies of such a program, whether gratis
   or for a fee, you must give the recipients all the rights that you have.
   You must make sure that they, too, receive or can get the source code.
   And you must show them these terms so they know their rights.
  

   We protect your rights with two steps: (1) copyright the software, and
   (2) offer you this license which gives you legal permission to copy,
   distribute and/or modify the software.
  

   Also, for each author’s protection and ours, we want to make
   certain that everyone understands that there is no warranty for this free
   software. If the software is modified by someone else and passed on, we
   want its recipients to know that what they have is not the original, so
   that any problems introduced by others will not reflect on the original
   authors’ reputations.
  

   Finally, any free program is threatened constantly by software patents.
   We wish to avoid the danger that redistributors of a free program will
   individually obtain patent licenses, in effect making the program
   proprietary. To prevent this, we have made it clear that any patent must
   be licensed for everyone’s free use or not licensed at all.
  

   The precise terms and conditions for copying, distribution and
   modification follow.
  

GNU GENERAL PUBLIC LICENSE TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION



0. 
    This License applies to any program or other work which contains a
    notice placed by the copyright holder saying it may be distributed under
    the terms of this General Public License. The “Program”,
    below, refers to any such program or work, and a “work based on
    the Program” means either the Program or any derivative work
    under copyright law: that is to say, a work containing the Program or a
    portion of it, either verbatim or with modifications and/or
    translated into another language. (Hereinafter, translation is included
    without limitation in the term “modification”.) Each
    licensee is addressed as “you”.
   

   Activities other than copying, distribution and modification are not
   covered by this License; they are outside its scope. The act of running
   the Program is not restricted, and the output from the Program is covered
   only if its contents constitute a work based on the Program (independent
   of having been made by running the Program). Whether that is true depends
   on what the Program does.
  
1. 
    You may copy and distribute verbatim copies of the Program’s
    source code as you receive it, in any medium, provided that you
    conspicuously and appropriately publish on each copy an appropriate
    copyright notice and disclaimer of warranty; keep intact all the notices
    that refer to this License and to the absence of any warranty; and give
    any other recipients of the Program a copy of this License along with
    the Program.
   

   You may charge a fee for the physical act of transferring a copy, and you
   may at your option offer warranty protection in exchange for a fee.
  
2. 
    You may modify your copy or copies of the Program or any portion of it,
    thus forming a work based on the Program, and copy and distribute such
    modifications or work under the terms of Section 1 above, provided that
    you also meet all of these conditions:
   
a). 
    You must cause the modified files to carry prominent notices stating
    that you changed the files and the date of any change.
   
b). 
    You must cause any work that you distribute or publish, that in whole or
    in part contains or is derived from the Program or any part thereof, to
    be licensed as a whole at no charge to all third parties under the terms
    of this License.
   
c). 
    If the modified program normally reads commands interactively when run,
    you must cause it, when started running for such interactive use in the
    most ordinary way, to print or display an announcement including an
    appropriate copyright notice and a notice that there is no warranty (or
    else, saying that you provide a warranty) and that users may
    redistribute the program under these conditions, and telling the user
    how to view a copy of this License. (Exception: if the Program itself is
    interactive but does not normally print such an announcement, your work
    based on the Program is not required to print an announcement.)
   

   These requirements apply to the modified work as a whole. If identifiable
   sections of that work are not derived from the Program, and can be
   reasonably considered independent and separate works in themselves, then
   this License, and its terms, do not apply to those sections when you
   distribute them as separate works. But when you distribute the same
   sections as part of a whole which is a work based on the Program, the
   distribution of the whole must be on the terms of this License, whose
   permissions for other licensees extend to the entire whole, and thus to
   each and every part regardless of who wrote it.
  

   Thus, it is not the intent of this section to claim rights or contest
   your rights to work written entirely by you; rather, the intent is to
   exercise the right to control the distribution of derivative or
   collective works based on the Program.
  

   In addition, mere aggregation of another work not based on the Program
   with the Program (or with a work based on the Program) on a volume of a
   storage or distribution medium does not bring the other work under the
   scope of this License.
  
3. 
    You may copy and distribute the Program (or a work based on it, under
    Section 2) in object code or executable form under the terms of Sections
    1 and 2 above provided that you also do one of the following:
   
a). 
    Accompany it with the complete corresponding machine-readable source
    code, which must be distributed under the terms of Sections 1 and 2
    above on a medium customarily used for software interchange; or,
   
b). 
    Accompany it with a written offer, valid for at least three years, to
    give any third party, for a charge no more than your cost of physically
    performing source distribution, a complete machine-readable copy of the
    corresponding source code, to be distributed under the terms of Sections
    1 and 2 above on a medium customarily used for software interchange; or,
   
c). 
    Accompany it with the information you received as to the offer to
    distribute corresponding source code. (This alternative is allowed only
    for noncommercial distribution and only if you received the program in
    object code or executable form with such an offer, in accord with
    Subsection b above.)
   

   The source code for a work means the preferred form of the work for
   making modifications to it. For an executable work, complete source code
   means all the source code for all modules it contains, plus any
   associated interface definition files, plus the scripts used to control
   compilation and installation of the executable. However, as a special
   exception, the source code distributed need not include anything that is
   normally distributed (in either source or binary form) with the major
   components (compiler, kernel, and so on) of the operating system on which
   the executable runs, unless that component itself accompanies the
   executable.
  

   If distribution of executable or object code is made by offering access
   to copy from a designated place, then offering equivalent access to copy
   the source code from the same place counts as distribution of the source
   code, even though third parties are not compelled to copy the source
   along with the object code.
  
4. 
    You may not copy, modify, sublicense, or distribute the Program except
    as expressly provided under this License. Any attempt otherwise to copy,
    modify, sublicense or distribute the Program is void, and will
    automatically terminate your rights under this License. However, parties
    who have received copies, or rights, from you under this License will
    not have their licenses terminated so long as such parties remain in
    full compliance.
   
5. 
    You are not required to accept this License, since you have not signed
    it. However, nothing else grants you permission to modify or distribute
    the Program or its derivative works. These actions are prohibited by law
    if you do not accept this License. Therefore, by modifying or
    distributing the Program (or any work based on the Program), you
    indicate your acceptance of this License to do so, and all its terms and
    conditions for copying, distributing or modifying the Program or works
    based on it.
   
6. 
    Each time you redistribute the Program (or any work based on the
    Program), the recipient automatically receives a license from the
    original licensor to copy, distribute or modify the Program subject to
    these terms and conditions. You may not impose any further restrictions
    on the recipients’ exercise of the rights granted herein. You are
    not responsible for enforcing compliance by third parties to this
    License.
   
7. 
    If, as a consequence of a court judgment or allegation of patent
    infringement or for any other reason (not limited to patent issues),
    conditions are imposed on you (whether by court order, agreement or
    otherwise) that contradict the conditions of this License, they do not
    excuse you from the conditions of this License. If you cannot distribute
    so as to satisfy simultaneously your obligations under this License and
    any other pertinent obligations, then as a consequence you may not
    distribute the Program at all. For example, if a patent license would
    not permit royalty-free redistribution of the Program by all those who
    receive copies directly or indirectly through you, then the only way you
    could satisfy both it and this License would be to refrain entirely from
    distribution of the Program.
   

   If any portion of this section is held invalid or unenforceable under any
   particular circumstance, the balance of the section is intended to apply
   and the section as a whole is intended to apply in other circumstances.
  

   It is not the purpose of this section to induce you to infringe any
   patents or other property right claims or to contest validity of any such
   claims; this section has the sole purpose of protecting the integrity of
   the free software distribution system, which is implemented by public
   license practices. Many people have made generous contributions to the
   wide range of software distributed through that system in reliance on
   consistent application of that system; it is up to the author/donor
   to decide if he or she is willing to distribute software through any
   other system and a licensee cannot impose that choice.
  

   This section is intended to make thoroughly clear what is believed to be
   a consequence of the rest of this License.
  
8. 
    If the distribution and/or use of the Program is restricted in
    certain countries either by patents or by copyrighted interfaces, the
    original copyright holder who places the Program under this License may
    add an explicit geographical distribution limitation excluding those
    countries, so that distribution is permitted only in or among countries
    not thus excluded. In such case, this License incorporates the
    limitation as if written in the body of this License.
   
9. 
    The Free Software Foundation may publish revised and/or new versions
    of the General Public License from time to time. Such new versions will
    be similar in spirit to the present version, but may differ in detail to
    address new problems or concerns.
   

   Each version is given a distinguishing version number. If the Program
   specifies a version number of this License which applies to it and
   “any later version”, you have the option of following the
   terms and conditions either of that version or of any later version
   published by the Free Software Foundation. If the Program does not
   specify a version number of this License, you may choose any version ever
   published by the Free Software Foundation.
  
10. 
    If you wish to incorporate parts of the Program into other free programs
    whose distribution conditions are different, write to the author to ask
    for permission. For software which is copyrighted by the Free Software
    Foundation, write to the Free Software Foundation; we sometimes make
    exceptions for this. Our decision will be guided by the two goals of
    preserving the free status of all derivatives of our free software and
    of promoting the sharing and reuse of software generally.
   
NO WARRANTY



11. 
     BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
     FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
     OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
     PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY
     KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
     IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
     PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
     PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE
     COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
    
12. 
     IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
     WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
     REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
     DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
     DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM
     (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
     INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
     THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR
     OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
    

END OF TERMS AND CONDITIONS






How to Apply These Terms to Your New Programs




   If you develop a new program, and you want it to be of the greatest
   possible use to the public, the best way to achieve this is to make it
   free software which everyone can redistribute and change under these
   terms.
  

   To do so, attach the following notices to the program. It is safest to
   attach them to the start of each source file to most effectively convey
   the exclusion of warranty; and each file should have at least the
   “copyright” line and a pointer to where the full notice is
   found.
  

   one line to give the program’s name and an idea of what
   it does. Copyright (C) yyyy name of author
  

   This program is free software; you can redistribute it and/or
   modify it under the terms of the GNU General Public License
   as published by the Free Software Foundation; either version 2
   of the License, or (at your option) any later version.
  

   This program is distributed in the hope that it will be useful,
   but WITHOUT ANY WARRANTY; without even the implied warranty of
   MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
   GNU General Public License for more details.
  

   You should have received a copy of the GNU General Public License
   along with this program; if not, write to the Free Software
   Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA.
  

   Also add information on how to contact you by electronic and paper mail.
  

   If the program is interactive, make it output a short notice like this
   when it starts in an interactive mode:
  

   Gnomovision version 69, Copyright (C) year name of author
   Gnomovision comes with ABSOLUTELY NO WARRANTY; for details
   type `show w’. This is free software, and you are welcome
   to redistribute it under certain conditions; type `show c’ 
   for details.
  

   The hypothetical commands `show w’ and `show c’ should show
   the appropriate parts of the General Public License. Of course, the
   commands you use may be called something other than `show w’ and
   `show c’; they could even be mouse-clicks or menu items--whatever
   suits your program.
  

   You should also get your employer (if you work as a programmer) or your
   school, if any, to sign a “copyright disclaimer” for the
   program, if necessary. Here is a sample; alter the names:
  

   Yoyodyne, Inc., hereby disclaims all copyright
   interest in the program `Gnomovision’
   (which makes passes at compilers) written 
   by James Hacker.
  

   signature of Ty Coon, 1 April 1989
   Ty Coon, President of Vice
  

   This General Public License does not permit incorporating your program
   into proprietary programs. If your program is a subroutine library, you
   may consider it more useful to permit linking proprietary applications
   with the library. If this is what you want to do, use the
   GNU Lesser General
   Public License instead of this License.
  



For More Information




   Apart from the product-specific help resources, there is a broad range of
   information available for Linux topics.
  
Online Resources for openSUSE




    The openSUSE community are helpful people. If you have a specific
    question you can write to several mailing lists, communicate with
    Internet Relay Chat (IRC), or browse through Web Forums. Find more
    information at http://en.opensuse.org/Communicate.
   

The Linux Documentation Project




    The Linux Documentation Project (TLDP) is run by a team of volunteers
    who write Linux-related documentation (see
    http://www.tldp.org). The set of documents contains
    tutorials for beginners, but is mainly focused on experienced users and
    professional system administrators. TLDP publishes HOWTOs, FAQs, and
    guides (handbooks) under a free license.
   
HOWTOs




     HOWTOs are usually a short, informal, step-by-step guides to
     accomplishing specific tasks. HOWTOs can be found in the package
     howto and are installed under
     /usr/share/doc/howto
    

Frequently Asked Questions




     FAQs (frequently asked questions) are a series of questions and
     answers. They originate from Usenet newsgroups where the purpose was to
     reduce continuous reposting of the same basic questions.
    

Guides




     Manuals and guides for various topics or programs can be found at
     http://www.tldp.org/guides.html. They range from
     Bash Guide for
      Beginners
     to
     Linux Filesystem Hierarchy
     to
     Linux
      Administrator's Security Guide
     . Generally, guides are more detailed and exhaustive than HOWTOs or
     FAQs. They are usually written by experts for experts. Some of these
     books are old but still valid and ship with openSUSE. Search and
     install these books and guides with YaST.
    


Usenet




    Created in 1979 before the rise of the Internet, Usenet is one of the
    oldest computer networks and still in active use. The format and
    transmission of Usenet articles is very similar to e-mail, but is
    developed for a many-to-many communication.
   

    Usenet is organized into seven topical categories:
    comp.* for computer-related
    discussions, misc.* for
    miscellaneous topics, news.*
    for newsgroup-related matters,
    rec.* for recreation and
    entertainment, sci.* for
    science-related discussions,
    soc.* for social
    discussions, and talk.*
    for various controversial topics. The top levels are split in subgroups.
    For instance,
    comp.os.linux.hardware is a
    newsgroup for Linux-specific hardware issues.
   

    Before you can post an article, have your client connect to a news
    server and subscribe to a specific newsgroup. News clients include Knode
    or Evolution. Each news server communicates to other news servers and
    exchanges articles with them. Not all newsgroups may be available on
    your news server.
   

    Interesting newsgroups for Linux users are
    comp.os.linux.apps,
    comp.os.linux.questions, and
    comp.os.linux.hardware.
    If you cannot find a specific newsgroup, go to
    http://www.linux.org/docs/usenetlinux.html. Follow the
    general Usenet rules available online at
    http://www.faqs.org/faqs/usenet/posting-rules/part1/.
   

Wikipedia: The Free Online Encyclopedia




    Wikipedia is “a multilingual encyclopedia designed to be read and
    edited by anyone” (see http://en.wikipedia.org).
    The content of Wikipedia is created by its users and is published under
    a dual free license (GFDL and CC-BY-SA). However, as Wikipedia can be
    edited by any visitor, it should be used only as a starting point or
    general guide. There is much incorrect or incomplete information in it.
   

Standards and Specifications




    There are various sources that provide information about standards or
    specifications.
   
	http://www.linux-foundation.org/en/LSB
     
	
       The Linux Foundation is an independent nonprofit organization that
       promotes the distribution of free and open source software. The
       organization endeavors to achieve this by defining
       distribution-independent standards. The maintenance of several
       standards, such as the important LSB (Linux Standard Base), is
       supervised by this organization.
      

	http://www.w3.org
     
	
       The World Wide Web Consortium (W3C) is one of the best-known
       standards organizations. It was founded in October 1994 by Tim
       Berners-Lee and concentrates on standardizing Web technologies. W3C
       promotes the dissemination of open, license-free, and
       manufacturer-independent specifications, such as HTML, XHTML, and
       XML. These Web standards are developed in a four-stage process in
       working groups and are presented to the public
       as W3C recommendations (REC).
      

	http://www.oasis-open.org
     
	
       OASIS (Organization for the Advancement of Structured Information
       Standards) is an international consortium specializing in the
       development of standards for Web security, e-business, business
       transactions, logistics, and interoperability between various
       markets.
      

	http://www.ietf.org
     
	
       The Internet Engineering Task Force (IETF) is an internationally
       active cooperative of researchers, network designers, suppliers, and
       users. It concentrates on the development of Internet architecture
       and the smooth operation of the Internet by means of protocols.
      

       Every IETF standard is published as an RFC (Request for Comments) and
       is available free-of-charge. There are six types of RFC: proposed
       standards, draft standards, Internet standards, experimental
       protocols, information documents, and historic standards. Only the
       first three (proposed, draft, and full) are IETF standards in the
       narrower sense (see
       http://www.ietf.org/rfc/rfc1796.txt).
      

	http://www.ieee.org
     
	
       The Institute of Electrical and Electronics Engineers (IEEE) is an
       organization that draws up standards in the areas of information
       technology, telecommunication, medicine and health care, transport,
       and others. IEEE standards are subject to a fee.
      

	http://www.iso.org
     
	
       The ISO Committee (International Organization for Standards) is the
       world's largest developer of standards and maintains a network of
       national standardization institutes in over 140 countries. ISO
       standards are subject to a fee.
      

	http://www.din.de
     , http://www.din.com
     
	
       The Deutsches Institut für Normung (DIN) is a registered technical
       and scientific association. It was founded in 1917. According to DIN,
       the organization is “the institution responsible for standards
       in Germany and represents German interests in worldwide and European
       standards organizations.”
      

       The association brings together manufacturers, consumers, trade
       professionals, service companies, scientists and others who have an
       interest in the establishment of standards. The standards are subject
       to a fee and can be ordered using the DIN home page.
      





Network Problems




   Many problems of your system may be network-related, even though they do
   not seem to be at first. For example, the reason for a system not
   allowing users to log in might be a network problem of some kind. This
   section introduces a simple check list you can apply to identify the
   cause of any network problem encountered.
  
Procedure 9.6. How to Identify  Network Problems

    When checking the network connection of your machine, proceed as
    follows:
   
	
     If using an ethernet connection, check the hardware first. Make sure
     that your network cable is properly plugged into your computer and
     router (or hub, etc.). The control lights next to your ethernet
     connector, if available, should both be active.
    

     If the connection fails, check whether your network cable works with
     another machine. If it does, your network card causes the failure. If
     hubs or switches are included in your network setup, they may be
     faulty, as well.
    

	
     If using a wireless connection, check whether the wireless link can be
     established by other machines. If this is not the case, contact the
     wireless network's administrator.
    

	
     Once you have checked your basic network connectivity, try to find out
     which service is not responding. Gather the address information of all
     network servers needed in your setup. Either look them up in the
     appropriate YaST module or ask your system administrator. The
     following list gives some of the typical network servers involved in a
     setup together with the symptoms of an outage.
    
	DNS (Name Service)
	
        A broken or malfunctioning name service affects the network's
        functionality in many ways. If the local machine relies on any
        network servers for authentication and these servers cannot be found
        due to name resolution issues, users would not even be able to log
        in. Machines in the network managed by a broken name server would
        not be able to “see” each other and communicate.
       

	NTP (Time Service)
	
        A malfunctioning or completely broken NTP service could affect
        Kerberos authentication and X server functionality.
       

	NFS (File Service)
	
        If any application needed data stored in an NFS mounted directory,
        it would not be able to start or function properly if this service
        was down or misconfigured. In a worst case scenario, a user's
        personal desktop configuration would not come up if his home
        directory containing the .gconf or
        .kde subdirectories could not be found due to a
        faulty NFS server.
       

	Samba (File Service)
	
        If any application needed data stored in a directory on a faulty
        Samba server, it would not be able to start or function properly.
       

	NIS (User Management)
	
        If your openSUSE system relied on a faulty NIS server to
        provide the user data, users would not be able to log in to this
        machine.
       

	LDAP (User Management)
	
        If your openSUSE system relied on a faulty LDAP server to
        provide the user data, users would not be able to log in to this
        machine.
       

	Kerberos (Authentication)
	
        Authentication would not work and login to any machine would fail.
       

	CUPS (Network Printing)
	
        Users would not be able to print.
       




	
     Check whether the network servers are running and whether your network
     setup allows you to establish a connection:
    
Important

      The debugging procedure described below only applies to a simple
      network server/client setup that does not involve any internal
      routing. It assumes both server and client are members of the same
      subnet without the need for additional routing.
     

	
       Use ping hostname
       (replace hostname with the hostname of the
       server) to check whether each one of them is up and responding to the
       network. If this command is successful, it tells you that the host
       you were looking for is up and running and that the name service for
       your network is configured correctly.
       
      

       
       If ping fails with destination host unreachable,
       either your system or the desired server is not properly configured
       or down. Check whether your system is reachable by running
       ping your_hostname 
       from another machine. If you can reach your machine from another
       machine, it is the server that is not running at all or not
       configured correctly.
      

       If ping fails with unknown host, the name service
       is not configured correctly or the hostname used was incorrect. Use
       ping -n ipaddress to
       try to connect to this host without name service. If this is
       successful, check the spelling of the hostname and for a
       misconfigured name service in your network. For further checks on
       this matter, refer to
       Step 4.b.
       If ping still fails, either your network card is not configured
       correctly or your network hardware is faulty.

      

	
       Use host hostname to
       check whether the hostname of the server you are trying to connect to
       is properly translated into an IP address and vice versa. If this
       command returns the IP address of this host, the name service is up
       and running. If the host command fails, check all
       network configuration files relating to name and address resolution
       on your host:
      
	/etc/resolv.conf
        
	
          This file is used to keep track of the name server and domain you
          are currently using. It can be modified manually or automatically
          adjusted by YaST or DHCP. Automatic adjustment is preferable.
          However, make sure that this file has the following structure and
          all network addresses and domain names are correct:
         
search fully_qualified_domain_name
nameserver ipaddress_of_nameserver

          This file can contain more than one name server address, but at
          least one of them must be correct to provide name resolution to
          your host. If needed, adjust this file using the YaST DNS and
          Hostname module.
         

          If your network connection is handled via DHCP, enable DHCP to
          change hostname and name service information by selecting
          Change Hostname via DHCP and Update
          Name Servers and Search List via DHCP in the YaST DNS
          and Hostname module.
         

	/etc/nsswitch.conf
        
	
          This file tells Linux where to look for name service information.
          It should look like this:
         
 ...
hosts: files dns
networks: files dns
...

          The dns entry is vital. It tells Linux to use an
          external name server. Normally, these entries are automatically
          made by YaST, but it would be prudent to check.
         

          If all the relevant entries on the host are correct, let your
          system administrator check the DNS server configuration for the
          correct zone information. For
          detailed information about DNS, refer to
          “The Domain Name System” (↑Reference). If you have made
          sure that the DNS configuration of your host and the DNS server
          are correct, proceed with checking the configuration of your
          network and network device.
         




	
       If your system cannot establish a connection to a network server and
       you have excluded name service problems from the list of possible
       culprits, check the configuration of your network card.
      

       Use the command ifconfig
       network_device (executed as
       root) to check whether this
       device was properly configured. Make sure that both inet
       address and Mask are configured correctly.
       An error in the IP address or a missing bit in your network mask
       would render your network configuration unusable. If necessary,
       perform this check on the server as well.
      

	
       If the name service and network hardware are properly configured and
       running, but some external network connections still get long
       time-outs or fail entirely, use traceroute
       fully_qualified_domain_name
       (executed as root) to track
       the network route these requests are taking. This command lists any
       gateway (hop) that a request from your machine passes on its way to
       its destination. It lists the response time of each hop and whether
       this hop is reachable at all. Use a combination of traceroute and
       ping to track down the culprit and let the administrators know.
      






   Once you have identified the cause of your network trouble, you can
   resolve it yourself (if the problem is located on your machine) or let
   the system administrators of your network know about your findings so
   they can reconfigure the services or repair the necessary systems.
  
NetworkManager Problems




    If you have a problem with network connectivity, narrow it down as
    described in Procedure 9.6, “How to Identify  Network Problems”. If NetworkManager
    seems to be the culprit, proceed as follows to get logs providing hints
    on why NetworkManager fails:
   
	
      Open a shell and log in as
      root.
     

	
      Restart the NetworkManager:
     
rcnetwork restart -o nm

	
      Open a web page, for example, http://www.opensuse.org
      as normal user to see, if you can connect.
     

	
      Collect any information about the state of NetworkManager in
      /var/log/NetworkManager.
     




    For more information about NetworkManager, refer to
    Chapter 5, Using NetworkManager.
   


System Start-Up for Installation




   You can install openSUSE from local installation sources, such as
   the openSUSE CDs or DVD, or from network source of an FTP, HTTP,
   NFS, or SMB server. Any of these approaches requires physical access to
   the system to install as well as user interaction during the
   installation. The installation procedure is basically the same regardless
   of the installation source. Any exceptions are sufficiently highlighted
   in the following workflow description.
  

Modifying File Permissions




   In Linux, objects such as files or folder or processes generally belong
   to the user who created or initiated them. The group which is associated
   with a file or a folder depends on the primary group the user belongs to
   when creating the object. When you create a new file or directory,
   initial access permissions for this object are set according to a
   predefined scheme. For further details refer to
   Section “File Access Permissions”.
  

   As the owner of a file or directory (and, of course, as
   root), you can change the
   access permissions to this object.
  

   To change object attributes like access permissions of a file or folder,
   use the chmod command  followed by the following parameters:
  
	
     the users for which to change the permissions,
    

	
     the type of access permission you want to remove, set or add and
    

	
     the files or folders for which you want to change permissions separated
     by spaces.
    




   The users for which you can change file access permissions fall into the
   following categories: the owner of the file (user, u),
   the group that own the file (group, g) and the other
   users (others, o). You can add, remove or set one or
   more of the following permissions: read, write or execute.
  

   As root, you can also change the ownership of a file: with the
   command chown  (change owner) you can transfer ownership to a new user.
  
Examples for Changing Access Permissions and Ownership




    The following example shows the output of an ls
    -l command in a shell.
   
Example 7.1. Access Permissions For Files and Folders
-rw-r----- 1 tux users      0 2006-06-23 16:08 checklist.txt
-rw-r--r-- 1 tux users  53279 2006-06-21 13:16 gnome_quick.xml
-rw-rw---- 1 tux users      0 2006-06-23 16:08 index.htm
-rw-r--r-- 1 tux users  70733 2006-06-21 09:35 kde-start.xml
-rw-r--r-- 1 tux users  47896 2006-06-21 09:46 kde_quick.xml
drwxr-xr-x 2 tux users     48 2006-06-23 16:09 local
-r-xr-xr-x 1 tux users 624398 2006-06-23 15:43 tux.jpg




    In the example above, user tux owns
    the file kde-start.xml and has read and write
    access to the file but cannot execute it. The
    users group can read the file but cannot write
    or execute it. The same holds true for the other users as shown by the
    third block of characters.
   
Procedure 7.4. Changing Access Permissions

     Suppose you are tux and want to
     modify the access permissions to your files:
    
	
      If you want to grant the users group also
      write access to kde-start.xml, enter
     
chmod g+w kde-start.xml

	
      To grant the users group and other users
      write access to kde-start.xml, enter
     
chmod go+w kde-start.xml

	
      To remove write access for all users, enter
     
chmod -w kde-start.xml

      If you do not specify any kind of users, the changes apply to all
      users— the owner of the file, the owning group and the others.
      Now even the owner tux does not
      have write access to the file without first reestablishing write
      permissions.
     

	
      To prohibit the usersgroup and others to
      change into the directory local, enter
     
chmod go-x local

	
      To grant others write permissions for two files, for
      kde_quick.xml and
      gnome_quick.xml, enter
     
chmod o+w  kde_quick.xml gnome_quick.xml



Procedure 7.5. Changing Ownership

     Suppose you are tux and want to
     transfer the ownership of the file kde_quick.xml
     to an other user, named wilber. In
     this case, proceed as follows:
    
	
      Enter the username and password for root.
     

	
      Enter
     
chown wilber kde_quick.xml

	
      Check what happened with
     
ls -l kde_quick.xml

      You should get the following output:
     
-rw-r--r-- 1 wilber users  47896 2006-06-21 09:46 kde_quick.xml

	
      If the ownership is set according to your wishes, switch back to your
      normal user account.
     





Using GNOME Yelp




   On the GNOME desktop, to start Yelp directly from an application,
   either click the Help button or press
   F1. Both options take you directly to the application's
   documentation in the help center. However, you can also start Yelp from
   the main menu, or from the command line with yelp and
   then browse through the main window of the help center.
  
Figure 8.2. Main Window of Yelp
[image: Main Window of Yelp]




   The menu and the toolbar provide options for navigating and customizing
   the help center, for searching and for printing contents from Yelp. To
   view a table of contents, click Help Topics. The help
   topics are grouped into categories presented as links. Click one of the
   links to open a list of topics for that category. To search for an item,
   just enter the search string into the search field at the top of the
   window.
  

For More Information




   More information about NetworkManager can be found on the following Web sites and
   directories:
  
	NetworkManager Project Page
	
      http://www.gnome.org/projects/NetworkManager/
     

	KDE NetworkManager Front-End
	
      http://userbase.kde.org/NetworkManagement
     

	Package Documentation
	
      Also check out the information in the following directories for the
      latest information about NetworkManager and the GNOME NetworkManager applet and the KDE
      NetworkManager widget:
     
	
        /usr/share/doc/packages/NetworkManager/,
       

	
        /usr/share/doc/packages/NetworkManager-kde4/,
        and
       

	
        /usr/share/doc/packages/NetworkManager-gnome/.
       







Entering Commands




   As soon as the prompt appears on the shell it is ready to receive and
   execute commands. A command can consist of several elements. The first
   element is the actual command, followed by parameters or options. You can
   type a command and edit it by using the following keys:
   ←, →,
   Home, End,
   <— (Backspace), Del,
   and Space. You can correct typing errors or add
   options. The command is not executed until you press
   Enter.
  
No News Is Good News

    The shell is not verbose: in contrast to some graphical user interfaces,
    it usually does not provide confirmation messages when commands have
    been executed. Messages only appear in case of problems or errors
    —or if you explicitly ask for them by executing a command with a
    certain option.
   

    Also keep this in mind for commands to delete objects. Before entering a
    command like rm (without any option) for removing a
    file, you should know if you really want to get rid of the object: it
    will be deleted irretrievably, without confirmation.
   

Using Commands without Options




    In Section “Permissions for User, Group and Others” you already got to know
    one of the most basic commands: ls,  which used to list the contents of a directory. This
    command can be used with or without options. Entering the plain
    ls command shows the contents of the current
    directory:
   
tux@knox:~> ls
bin Desktop Documents public_html tux.txt
tux@knox:~>

    As you already learned in Section “Key Features” files in
    Linux may have a file extension or a suffix, such as
    .txt, but do not need to have one. This makes it
    difficult to differentiate between files and folders in this output of
    the ls. By default, the colors in the Bash shell give
    you a hint: directories are usually shown in blue, files in black.
   

Using Commands with Options




     A better way to get more details about the contents of a
    directory is using the ls command with a string of
    options. Options modify the way a command works so that you can get it
    to carry out specific tasks. Options are separated from the command with
    a blank and are usually prefixed with a hyphen. The ls
    -l command shows the contents of the same
    directory in full detail (long listing format):
   
tux@knox:~> ls -l
drwxr-xr-x 1 tux users     48 2006-06-23 16:08 bin
drwx---r-- 1 tux users  53279 2006-06-21 13:16 Desktop
drwx------ 1 tux users    280 2006-06-23 16:08 Documents
drwxr-xr-x 1 tux users  70733 2006-06-21 09:35 public_html
-rw-r--r-- 1 tux users  47896 2006-06-21 09:46 tux.txt
tux@knox:~>

    This output shows the following information about each object:
   
drwxr-xr-x[image: 1] 1[image: 2] tux[image: 3] users[image: 4] 48[image: 5] 2006-06-23 16:08[image: 6] bin[image: 7] 
	[image: 1] 
	
      Type of object and access permissions. For further information, refer
      to Section “Permissions for User, Group and Others”.
     

	[image: 2] 
	
      Number of hard links to this file.
     

	[image: 3] 
	
      Owner of the file or directory. For further information, refer to
      Section “Permissions for User, Group and Others”.
     

	[image: 4] 
	
      Group assigned to the file or directory. For further information,
      refer to Section “Permissions for User, Group and Others”.
     

	[image: 5] 
	
      File size in bytes.
     

	[image: 6] 
	
      Date and time of the last change.
     

	[image: 7] 
	
      Name of the object.
     




    Usually, you can combine several options by prefixing only the first
    option with a hyphen and then write the others consecutively without a
    blank. For example, if you want to see all files in a directory in long
    listing format, you can combine the two options -l and
    -a (show all files) for the ls
    command. Executing ls -la shows also
    hidden files in the directory, indicated by a dot in front (for example,
    .hiddenfile).
   

    The list of contents you get with ls is sorted
    alphabetically by filenames. But like in a graphical file manager, you
    can also sort the output of ls -l
    according to various criteria such as date, file extension or file size:
   
	
      For date and time, use ls -lt
      (displays newest first).
     

	
      For extensions, use ls -lx
      (displays files with no extension first).
     

	
      For file size, use ls -lS
      (displays largest first).
     




    To revert the order of sorting, add -r as an option to
    your ls command. For example, ls
    -lr gives you the contents list sorted in
    reverse alphabetical order, ls -ltr
    shows the oldest files first. There are lots of other useful options for
    ls. In the following section you will learn how to
    investigate them.
   

Getting Help




    Nobody is expected to know all options of all commands by heart. If you
    remember the command name but are not sure about the options or the
    syntax of the command, choose one of the following possibilities:
   
	--help option 
     
	
       If you only want to look up the options of a certain command, try
       entering the command followed by a space and --help.
       This --help option exists for many commands. For
       example, ls --help displays all
       the options for the ls command. 
      

	Manual Pages
     
	
       To learn more about the various commands, you can also use the manual
       pages. Manual pages also give a short description of what the command
       does. They can be accessed with man followed by
       the name of the command, for example, man ls.
      

       The man pages are displayed directly in the shell. To navigate them,
       move up and down with Page ↑ and
       Page ↓. Move between the beginning and the end
       of a document with Home and
       End. End this viewing mode by pressing
       Q. Learn more about the man
       command itself with man man.
      

	Info Pages
     
	
       Info pages usually provide even more information about commands. To
       view the info page for a certain command, enter
       info followed by the name of the command (for
       example, info ls). You can browse an info page
       with a viewer directly in the shell and display the different
       sections, called “nodes.” Use
       Space to move forward and
       <— to move backwards. Within a node, you
       can also browse with Page ↑ and
       Page ↓ but only
       Space and <— will
       take you also to the previous or subsequent node. Like for the man
       pages, press Q to end the viewing mode.
      




    Note that man pages and info pages do not exist for all commands.
    Sometimes both are available (usually for key commands), sometimes only
    a man page or an info page exists, and sometimes neither of them are
    available.
   

Bash Shortcut Keys




    After having entered several commands, your shell will begin to fill up
    with all sorts of commands and the corresponding outputs. In the
    following table, find some useful shortcut keys for navigating and
    editing in the shell.
   
	
        
         Shortcut Key
        

       	
        
         Function
        

       
	
        
         Ctrl+L
        

       	
        
         Clears the screen and moves the current line to the top of the
         page.
        

       
	
        
         Ctrl+C
        

       	
        
         Aborts the command which is currently being executed.
        

       
	
        
         Shift+Page ↑
        

       	
        
         Scrolls upwards.
        

       
	
        
         Shift+Page ↓
        

       	
        
         Scrolls downwards.
        

       
	
        
         Ctrl+U
        

       	
        
         Deletes from cursor position to start of line.
        

       
	
        
         Ctrl+K
        

       	
        
         Deletes from cursor position to the end of line.
        

       
	
        
         Ctrl+D
        

       	
        
         Closes the shell session.
        

       
	
        
         ↑, ↓
        

       	
        
         Browses in the history of executed commands.
        

       




Viewing Text Files




   When searching for the contents of a file with grep,
   the output gives you the line in which the
   searchstring was found along with the filename. Often
   this contextual information is still not enough information to decide
   whether you want to open and edit this file. Bash offers you several
   commands to have a quick look at the contents of a text file directly in
   the shell, without opening an editor.
  
	head
    
	
      With head you can view the first lines of a text
      file. If you do not specify the command any further,
      head shows the first 10 lines of a text file.
     

	tail
    
	
      The tail command is the counterpart of
      head. If you use tail without
      any further options it displays the last 10 lines of a text file. This
      can be very useful to view log files of your system, where the most
      recent messages or log entries are usually found at the end of the
      file.
     

	less
    
	
      With less, display the whole contents of a text
      file. To move up and down half a page use Page ↑
      and Page ↓. Use Space to
      scroll down one page. Home takes you to the
      beginning, and End to the end of the document. To
      end the viewing mode, press Q.
     

	more
    
	
      Instead of less, you can also use the older program
      more. It has basically the same
      function—however, it is less convenient because it does not
      allow you to scroll backwards. Use Space to move
      forward. When you reach the end of the document, the viewer closes
      automatically.
     

	cat
    
	
      The cat command displays the contents of a file,
      printing the entire contents to the screen without interruption. As
      cat does not allow you to scroll it is not very
      useful as viewer but it is rather often used in combination with other
      commands.
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Configuration of the Installed System




   The system is now installed, but not yet configured for use. The
   hardware, the network and other services are not yet set
   up. If you follow the default installation path,
   the system will be automatically configured. If you have deselected the
   Automatic Configuration, the manual system
   configuration starts.
  
Automatic System Configuration




    Having rebooted, the system starts the Automatic Configuration. This
    routine attempts to configure your network and Internet access and sets
    up your hardware. This process does not need any interaction. You can
    change the settings made by Automatic Configuration at any time on the
    installed system with YaST. Continue with
    Section “Graphical Login”.
   

Manual System Configuration




    Having rebooted, the system starts the manual configuration. If the
    configuration fails at one of the steps of this stage, it restarts and
    continues from the last successful step.
   
Hostname and Domain Name




     The hostname is the computer's name in the network. The domain name is
     the name of the network. A hostname and domain are proposed by default.
     If your system is part of a network, the hostname has to be unique in
     this network, whereas the domain name has to be common to all hosts on
     the network.
    

     In many networks, the system receives its name over DHCP. In this case
     it is not necessary to modify the proposed hostname and domain name.
     Select Change Hostname via DHCP instead. To be able
     to access your system using this hostname, even when it is not
     connected to the network, select Write Hostname to
     /etc/hosts. If you often change
     networks without restarting the desktop environment (e.g. when
     switching between different WLANs), do not enable this option, because
     the desktop system may get confused when the hostname in
     /etc/hosts changes.
    

     To change hostname settings at any time after installation, use YaST
     Network Devices+Network
     Settings. For more information, see
     “Configuring the Network Card with YaST” (Chapter “Basic Networking”, ↑Reference).
    

Network Configuration




     If you are installing openSUSE on a laptop computer,
     Interfaces Controlled by NetworkManager is enabled. NetworkManager is a
     tool that enables automatic connection with minimal user intervention.
     It is ideal for WLAN and mobile computing. If you want to use the
     traditional method without NetworkManager, click Disable NetworkManager.
     Find detailed information about NetworkManager in Chapter 5, Using NetworkManager. If
     you are installing openSUSE on any other type of machine, the
     traditional method without NetworkManager is selected by default. This
     configuration step also lets you configure the network devices of your
     system and make security settings, for example, for a firewall or
     proxy.
    

     The network can also be configured after the system installation has
     been completed. If you skip it now, your system is left offline unable
     to retrieve any available updates. To configure your network connection
     later, select Skip Configuration and click
     Next.
    

     The following network settings can be configured in this step:
    
	General Network Settings
      
	
        Enable or disable the use of NetworkManager as described above. Also change
        the IPv6 support here. By default the IPv6 support is enabled. To
        disable it, click Disable IPv6. For more
        information about IPv6, see “IPv6—The Next Generation Internet” (Chapter “Basic Networking”, ↑Reference).
       

	Firewall
      
	
        By default SuSEfirewall2 is enabled on all configured network
        interfaces. To globally disable the firewall for this computer,
        click on Disable. If the firewall is enabled, you
        may Open the SSH port in order to allow remote
        connections via secure shell. To open the detailed firewall
        configuration dialog, click on Firewall. See
        “Configuring the Firewall with YaST” (Chapter “Masquerading and Firewalls”, ↑Security Guide) for detailed
        information.
       

	Network Interfaces
      
	
        All network cards detected by YaST are listed here. If you have
        already set up a network connection during the installation (as
        described in
        Section “Network Setup”) the card
        used for this connection is listed as Configured.
        A click on Network Interfaces opens the
        Network Settings dialog, where you can change
        existing configurations, set up networks cards not configured yet,
        or add and configure additional cards. See
        Section “Internet Connection Via Network” for checklists of
        configuration requirements for the various connection types and
        “Configuring the Network Card with YaST” (Chapter “Basic Networking”, ↑Reference) for configuration
        details.
       

	DSL Connections, ISDN Adapters, and
        Modems
      
	
        If your computer is equipped with an internal DSL modem, an internal
        ADSL Fritz Card, an ISDN card or a modem, clicking on the respective
        headline opens the configuration dialog. Refer to
        Chapter 4, Accessing the Internet for further information.
       

	VNC Remote Administration
	
        To enable remote administration of your machine via VNC, click
        VNC Remote Administration. Choose Allow
        Remote Administration in the following dialog and adjust
        your firewall settings accordingly.
       

	Proxy
	
        If you have a proxy server controlling the Internet access in your
        network, configure the proxy URLs and authentication details in this
        dialog.
       



Resetting the Network Configuration to the Default Values

      Reset the network settings to the original proposed values by clicking
      Change+Reset to
      Defaults. This discards any changes made.
     

Test Internet Connection




      After having configured a network connection, you can test it. For
      this purpose, YaST establishes a connection to the openSUSE
      server and downloads the latest release notes. Read them at the end of
      the installation process. A successful test is also a prerequisite for
      the automatic addition of the default repositories and for updating
      online.
     

      If you have multiple network interfaces, verify that the desired card
      is used to connect to the Internet. If not, click Change
      Device.
     

      To start the test, select Yes, Test Connection to the
      Internet and click Next. In the following
      dialog, view the progress of the test and the results. Detailed
      information about the test process is available via View
      Logs. If the test fails, click Back to
      return to the network configuration to correct your entries.
     

      Proceed with Next. If the test was successful, the
      official software repositories for openSUSE and the update
      repository will be configured. Downloading the repository data for the
      first time may take some time.
     

      If you do not want to test the connection at this point, select
      No, Skip This Test then Next.
      This also skips downloading the release notes,
       and
      updating online. These steps can be performed any time after the
      system has been initially configured.
     


Online Update




     If an Internet connection has been established, and updates are
     available, select whether to perform a YaST online update. If there
     are any patched packages available on the servers, download and install
     them now to fix known bugs or security issues. For detailed
     instructions see “YaST Online Update” (↑Reference). Directives on
     how to perform an online update in the installed system are available
     at Section “Keeping the System Up-to-date” or
     “YaST Online Update” (↑Reference). This step is skipped if
     no updates are available or no Internet connection has been
     established. Patches fixing security issues and recommended patches
     applying to your installation are automatically preselected. Click
     Accept to install them and then
     Next to proceed with the system configuration.
    
Downloading Software Updates

      The download of updates might take quite some time, depending on the
      bandwidth of the Internet connection and the size of the update files.
      In case the patch system itself is updated, the online update will
      restart and download more patches after the restart. If the kernel was
      updated, the system will reboot before completing the configuration.
     


New Local User




     If no local user was created in step one, you can create one in this
     dialog. To create more users, manage groups, modify defaults for new
     users and set up network authentication, launch User
     Management. Refer to “Managing Users with YaST” (↑Reference) for
     more information about user management. To skip this step, click
     Next without entering any data.
    

Release Notes




     After completing the user authentication setup, YaST displays the
     release notes. Reading them is recommended, because they contain
     important up-to-date information which was not available when the
     manuals were printed. If you successfully tested the Internet
     connection, read the most recent version of the release notes, as
     fetched from openSUSE's servers. Use Miscellaneous+Release Notes in YaST or start the SUSE Help Center to view the
     release notes after installation.
    

Hardware Configuration




     At the end of the installation, YaST opens a dialog for the
     configuration of a printer, the sound system and TV cards. Click the
     individual components to start the hardware configuration. For the most
     part, YaST detects and configures the devices automatically.
    

     You can skip any peripheral devices and configure them later, as
     described in Chapter 2, Setting Up Hardware Components with YaST. To skip the
     configuration, select Skip Configuration and click
     Next.
    
Resetting Hardware Configuration to the Default Values

      You can cancel any changes to the hardware configuration by clicking
      Change+Reset to
      Defaults. YaST then shows the original
      proposal again.
     


Installation Completed




     After a successful installation, YaST shows the Installation
     Completed dialog. In this dialog, select whether to clone your newly
     installed system for AutoYaST. To clone your system, select Clone
     This System for AutoYaST. The profile of the current system is
     stored in /root/autoyast.xml.
     
    

     AutoYaST is a system for installing one or more openSUSE systems
     automatically without user intervention. AutoYaST installations are
     performed using a control file with installation and configuration
     data. Finish the
     installation of openSUSE with Finish in the
     final dialog.
    



The Installation Workflow




   The openSUSE installation is split into three main parts:
   preparation, installation, and configuration. During the preparation
   phase you configure some basic parameters such as language, time, desktop
   type, users, passwords, hard disk setup and installation scope. In the
   non-interactive installation phase the software is installed and the
   system is prepared for the first boot. Upon finishing the installation
   the machine reboots into the newly installed system and starts the final
   system configuration. You can choose whether to
   do a fully automatic or a manual configuration. In this stage,
   network and Internet access, as well as hardware components such as
   printers, are set up.
  

Installation Mode




   After a system analysis (where YaST probes for storage devices and
   tries to find other installed systems on your machine) the available
   installation modes are displayed. This step is
   skipped when installing from a LiveCD, since this medium only supports a
   new installation with automatic configuration.
  
	New installation
    
	
      Select this option to start a new installation from scratch.
     

	Update
    
	
      Select this option to update an existing installation to a newer
      version. For more information about system
      updates, see “Upgrading the System and System Changes” (↑Reference).
      
     

	Repair Installed System
    
	
      Choose this option to repair a damaged system that is already
      installed. More information is available in
      Section “Recovering a Corrupted System”.
     



Figure 1.3. Installation Mode
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   By default, the automatic configuration is used when performing a new
   installation. In this mode the system automatically configures your
   hardware and the network, so the installation is performed with minimal
   user interaction. If necessary, you can change every configuration that
   is set up later in the installed system using YaST. In repair mode the
   automatic configuration attempts to fix errors automatically. Uncheck
   Use Automatic Configuration if you prefer a manual
   configuration during the installation or to start the system's
   repair-process in expert mode.
  

   Check Include Add-On Products from Separate Mediato
   include add-on products during the installation. An add-on product can
   include extensions, third-party products or additional software for your
   system such as support for additional
   languages.
  

   Click Next to proceed. If you selected to include an
   add-on product, proceed with
   Section “Add-On Products”, otherwise skip the next
   section and advance to Section “Clock and Time Zone”.
  
Add-On Products




    Add-on products can be installed either from a local source (CD, DVD, or
    directory) or from a network source (HTTP, FTP, NFS, CIFS,...). When
    installing from a network source, you need to configure the network
    first (unless you are performing a network installation as well). Choose
    Yes, Run the Network Setup and proceed as described
    in Section “Network Setup”. If the add-on
    product is available locally, select No, Skip the Network
    Setup.
   

    Click Next and specify the product source. Source
    types available are CD, DVD,
    Hard Disk, USB Mass Storage, a
    Local Directory or a Local ISO
    Image (if no network was configured). If the add-on product is
    available on removable media, the system automatically mounts the media
    and reads its contents. If the add-on product is available on hard disk,
    choose Hard Disk to install from an unmounted hard
    drive, or Local Directory/Local ISO
    Image to install from the local file system. Add-on products
    may be delivered as a repository or as a set of rpm files. In the latter
    case, check Plain RPM Directory. Whenever a network
    is available, you can choose from additional remote sources such as
    HTTP, SLP, FTP, etc. It is also possible to specify a URL directly.
   

    Check Download Repository Description Files to
    download the files describing the repository now. If unchecked, they
    will be downloaded once the installation starts. Proceed with
    Next and insert a CD or DVD if required. Depending on
    the product's content it may be necessary to accept additional license
    agreements.
   

    It is also possible to configure add-on products later. Using add-on
    products on the installed system is described in
    “Installing Add-On Products” (↑Reference).
   
Network Setup




     When invoking the network setup, YaST scans for available network
     cards. If more than one network card is found, you must choose the card
     to configure from the list.
    

     If an ethernet network adapter is not already connected, a warning will
     open. Make sure the network cable is plugged in and choose
     Yes, Use It. If your network is equipped with a DHCP
     server, choose Automatic Address Setup (via DHCP).
     To manually set up the network choose Static Address
     Setup and specify IP Address,
     Netmask, Default Gateway IP, and
     the DNS Server IP.
    

     Some networks require the use of a proxy server to access the Internet.
     Tick the check box Use Proxy for Accessing the
     Internet and enter the appropriate specifications. Click
     Accept to perform the network setup. The
     installation procedure will continue with the add-on products or
     repositories setup as described in
     Section “Add-On Products”.
    



Feedback




  Several feedback channels are available:
 
	
    To report bugs for a product component or to submit enhancement
    requests, please use https://bugzilla.novell.com/. If you
    are new to Bugzilla, you might find the
    
    Submitting Bug Reports
    article—available under
    http://en.opensuse.org/Submitting_Bug_Reports
    helpful. Frequently asked questions on reporting bugs are available
    under
    http://en.opensuse.org/Bug_Reporting_FAQ.
   

	
    We want to hear your comments and suggestions about this manual and the
    other documentation included with this product. Please use the User
    Comments feature at the bottom of each page of the online documentation
    and enter your comments there.
   




Internet Connection Via Network




   If your machine is part of a network which is already connected to the
   Internet, it is very easy to gain Internet access (just configure your
   network card and connect your machine to the existing network and you are
   done). This not only applies to large company networks, but to small home
   networks as well. Even if the machine you are installing is only
   connected to a router (e.g. a DSL router) it is already part of a
   network. It is irrelevant whether you are using a wireless network
   adapter or a wired one.
  
Routing and Name Services

    In the following it is assumed that the network is connected to the
    Internet and provides routing and name services. In case these services
    are provided by a router, make sure the router is configured correctly
    before setting up the client.
   

Checklist Network




    If your network provides DHCP (Dynamic Host Configuration Protocol)
    check the appropriate check box when setting up the network card and you
    are done (all parameters needed will be provided by the DHCP server).
   

    If DHCP is not available, ask your network administrator for the
    following details:
   
	
      Hostname
     

	
      Name server
     

	
      Gateway
     




    For configuration details for wired network cards, refer to
    “Configuring the Network Card with YaST” (Chapter “Basic Networking”, ↑Reference), for wireless network
    cards see “Configuration with YaST” (Chapter “Wireless LAN”, ↑Reference).
   


Documentation Conventions




  The following typographical conventions are used in this manual:
 
	
    /etc/passwd: directory names and filenames
   

	
    placeholder: replace
    placeholder with the actual value
   

	
    PATH: the environment variable PATH
   

	
    ls, --help: commands, options, and
    parameters
   

	
    user: users or groups
   

	
    Alt, Alt+F1: a
    key to press or a key combination; keys are shown in uppercase as on a
    keyboard
   

	
    File, File+Save As: menu items, buttons
   

	
    Dancing Penguins (Chapter
    Penguins, ↑Another Manual): This is a
    reference to a chapter in another manual.
   




Chapter 6. Basic Concepts



Abstract

   If this is your first encounter with a Linux system you probably want to
   learn something about the basic concepts of Linux before getting started.
   The graphical user interfaces of Linux, Mac OS* and
   Windows* show rather similar desktop components, which makes it
   easy to move from one graphical environment to the next. However, if you
   take a look at the underlying system you will soon notice some
   differences.
  

   The following sections are meant to guide you through the first steps
   with your Linux system and to help Linux “newbies” to
   familiarize themselves in their new operating system. You will learn
   about the user concept of Linux, the structure of the Linux file system
   (where to find what in the directory tree) and how to deal with access
   permissions for files and directories, which are an essential feature in
   Linux.
  

   Users who have been working with Mac OS will probably recognize that the
   concepts explained in the following sections are rather similar to what
   they know already from Mac OS. Windows users may realize some crucial
   differences which are worth noticing.
  

User Concept




  From the beginning, Linux has been designed as a multiuser system: Any
  number of users can simultaneously work on one machine. These users can
  connect to the system via different terminals or network connections.
  Usually users need to log in to the system before starting a session.
  Personal information and individual desktop configuration are stored
  separately for each user.
 
Distinct User Roles




   Among the users working on a machine, Linux distinguishes between
   different kinds of user roles: you can log in to a Linux machine as a
   “normal” user or as a superuser (administrator),
   traditionally called root in Linux. The superuser has privileges
   which authorize him to access all parts of the system and to execute
   administrative tasks. He or she has the unrestricted capacity to make
   changes to the system and has unlimited access to all files. If you are
   logged in as a normal user you lack these privileges. User and root
   can of course be the same physical person but acting in different roles.
  

   The root user account is always created on your Linux system by
   default — during installation you are therefore requested to
   specify a password for root. Which other users can log in to your
   system depends on the method of authentication you choose during
   installation (see Section “Create New User”).
  

   For your daily work, you usually log in to your system as normal user.
   Performing some administrative tasks or running certain programs such as
   YaST requires root permissions. You can easily switch from your
   normal account to root and back to your normal user account after
   accomplishing the administrative task. How to do so in a shell is
   described in Section “Becoming Root”. If you are working with
   a graphical user interface you are usually prompted to enter the
   root password when necessary. Closing the application which
   required root permissions results in withdrawal of the root
   privileges: you automatically switch back to your normal user account.
  

    While this concept might not look very appealing at first,
   it adds to security. A user without root privileges cannot damage
   the entire system. Any damage caused is strictly limited to the user's
   own account and data. Any operation executed with root privileges
   may potentially harm the entire system. Anyone intending to harm a
   running Linux system must gain root privileges first. This is why
   it is much harder to create viruses for Linux systems. They must overcome
   the root barrier first.
  

Groups




   Every user in a Linux system belongs at least to one group. A group, in
   this case, can be defined as a set of connected users with certain
   collective privileges. Groups are usually defined according to functional
   roles or the data and resources the members of the group need to access.
   When a new user account is created on your system, the user is usually
   assigned to a default, primary group. The system administrator can change
   this primary group or assign the user to an additional group, if
   necessary.
  
Figure 6.1. Group Membership for a User in YaST
[image: Group Membership for a User in YaST]






About the Making of This Manual




  This book is written in Novdoc, a subset of DocBook (see
  http://www.docbook.org). The XML source files were
  validated by xmllint, processed by
  xsltproc, and converted into XSL-FO using a customized
  version of Norman Walsh's stylesheets. The final PDF is formatted through
  XEP from RenderX. The open source tools and the
  environment used to build this manual are available in the package
  susedoc that is shipped with
  openSUSE.
 

Start-Up


  Copyright © 2006-
2009


  Novell, Inc.
 

  Permission is granted to copy, distribute and/or modify this document
  under the terms of the GNU Free Documentation License, Version 1.2 or any
  later version published by the Free Software Foundation; with the
  Invariant Section being this copyright notice and license. A copy of the
  license is included in the section entitled “GNU Free Documentation
  License”.
 

  SUSE®, openSUSE®, the openSUSE® logo, Novell®, the
  Novell® logo, the N® logo, are registered trademarks of Novell,
  Inc. in the United States and other countries. Linux* is a registered
  trademark of Linus Torvalds. All other third party trademarks are the
  property of their respective owners. A trademark symbol (® , ™,
  etc.) denotes a Novell trademark; an asterisk (*) denotes a third-party
  trademark.
 

  All information found in this book has been compiled with utmost attention
  to detail. However, this does not guarantee complete accuracy. Neither
  Novell, Inc., SUSE LINUX Products GmbH, the authors, nor the translators
  shall be held liable for possible errors or the consequences thereof.
 






Login Problems




   Login problems are those where your machine does, in fact, boot to the
   expected welcome screen or login prompt, but refuses to accept the
   username and password or accepts them but then does not behave properly
   (fails to start the graphic desktop, produces errors, drops to a command
   line, etc.).
  
Valid Username and Password Combinations Fail




    This usually occurs when the system is configured to use network
    authentication or directory services and, for some reason, is unable to
    retrieve results from its configured servers. The
    root user, as the only local
    user, is the only user that can still log in to these machines. The
    following are some common reasons why a machine might appear functional
    but be unable to process logins correctly:
   
	
      The network is not working. For further directions on this, turn to
      Section “Network Problems”.
     

	
      DNS is not working at the moment (which prevents GNOME or KDE from
      working and the system from making validated requests to secure
      servers). One indication that this is the case is that the machine
      takes an extremely long time to respond to any action. Find more
      information about this topic in
      Section “Network Problems”.
     

	
      If the system is configured to use Kerberos, the system's local time
      might have drifted past the accepted variance with the Kerberos server
      time (this is typically 300 seconds). If NTP (network time protocol)
      is not working properly or local NTP servers are not working, Kerberos
      authentication ceases to function because it depends on common clock
      synchronization across the network.
     

	
      The system's authentication configuration is misconfigured. Check the
      PAM configuration files involved for any typographical errors or
      misordering of directives. For additional background information about
      PAM and the syntax of the configuration files involved, refer to
      “Authentication with PAM” (↑Security Guide).
     

	
      The home partition is encrypted. Find more information about this
      topic in Section “Login to Encrypted Home Partition Fails”.
     




    In all cases that do not involve external network problems, the solution
    is to reboot the system into single-user mode and repair the
    configuration before booting again into operating mode and attempting to
    log in again. To boot into single-user mode:
   
	
      Reboot the system. The boot screen appears, offering a prompt.
     

	
      Enter 1 at the boot prompt to make the system boot
      into single-user mode.
     

	
      Enter the username and password for
      root.
     

	
      Make all the necessary changes.
     

	
      Boot into the full multiuser and network mode by entering
      telinit 5 at the command line.
     




Valid Username and Password Not Accepted




    This is by far the most common problem users encounter, because there
    are many reasons this can occur. Depending on whether you use local user
    management and authentication or network authentication, login failures
    occur for different reasons.
   

    Local user management can fail for the following reasons:
   
	
      The user might have entered the wrong password.
     

	
      The user's home directory containing the desktop configuration files
      is corrupted or write protected.
     

	
      There might be problems with the X Window System authenticating this
      particular user, especially if the user's home directory has been used
      with another Linux distribution prior to installing the current one.
     




    To locate the reason for a local login failure, proceed as follows:
   
	
      Check whether the user remembered his password correctly before you
      start debugging the whole authentication mechanism. If the user might
      not remember his password correctly, use the YaST User Management
      module to change the user's password. Pay attention to the
      Caps Lock key and unlock it, if necessary.
     

	
      Log in as root and check
      /var/log/messages for error messages of the login
      process and of PAM.
     

	
      Try to log in from a console (using Ctrl+Alt+F1).
      If this is successful, the blame cannot be put on PAM, because it is
      possible to authenticate this user on this machine. Try to locate any
      problems with the X Window System or the desktop (GNOME or KDE). For
      more information, refer to
      Section “Login Successful but GNOME Desktop Fails” and
      Section “Login Successful but KDE Desktop Fails”.
     

	
      If the user's home directory has been used with another Linux
      distribution, remove the Xauthority file in the
      user's home. Use a console login via Ctrl+Alt+F1
      and run rm .Xauthority as this user. This should
      eliminate X authentication problems for this user. Try a graphical
      login again.
     

	
      If graphical login still fails, do a console login with Ctrl+Alt+F1.
      Try to start an X session on another display—the first one
      (:0) is already in use:
     
startx -- :1

      This should bring up a graphical screen and your desktop. If it does
      not, check the log files of the X Window System
      (/var/log/Xorg.displaynumber.log)
      or the log file for your desktop applications
      (.xsession-errors in the user's home directory)
      for any irregularities.
     

	
      If the desktop could not start because of corrupt configuration files,
      proceed with Section “Login Successful but GNOME Desktop Fails” or
      Section “Login Successful but KDE Desktop Fails”.
     




    The following are some common reasons why network authentication for a
    particular user might fail on a specific machine:
   
	
      The user might have entered the wrong password.
     

	
      The username exists in the machine's local authentication files and is
      also provided by a network authentication system, causing conflicts.
     

	
      The home directory exists but is corrupt or unavailable. Perhaps it is
      write protected or is on a server that is inaccessible at the moment.
     

	
      The user does not have permission to log in to that particular host in
      the authentication system.
     

	
      The machine has changed hostnames, for whatever reason, and the user
      does not have permission to log in to that host.
     

	
      The machine cannot reach the authentication server or directory server
      that contains that user's information.
     

	
      There might be problems with the X Window System authenticating this
      particular user, especially if the user's home has been used with
      another Linux distribution prior to installing the current one.
     




    To locate the cause of the login failures with network authentication,
    proceed as follows:
   
	
      Check whether the user remembered his password correctly before you
      start debugging the whole authentication mechanism.
     

	
      Determine the directory server the machine relies on for
      authentication and make sure that it is up and running and properly
      communicating with the other machines.
     

	
      Determine that the user's username and password work on other machines
      to make sure that his authentication data exists and is properly
      distributed.
     

	
      See if another user can log in to the misbehaving machine. If another
      user can log in without difficulty or if
      root can log in, log in and
      examine the /var/log/messages file. Locate the
      time stamps that correspond to the login attempts and determine if PAM
      has produced any error messages.
     

	
      Try to log in from a console (using Ctrl+Alt+F1).
      If this is successful, the blame cannot be put on PAM or the directory
      server on which the user's home is hosted, because it is possible to
      authenticate this user on this machine. Try to locate any problems
      with the X Window System or the desktop (GNOME or KDE). For more
      information, refer to Section “Login Successful but GNOME Desktop Fails” and
      Section “Login Successful but KDE Desktop Fails”.
     

	
      If the user's home directory has been used with another Linux
      distribution, remove the Xauthority file in the
      user's home. Use a console login via Ctrl+Alt+F1
      and run rm .Xauthority as this user. This should
      eliminate X authentication problems for this user. Try a graphical
      login again.
     

	
      If graphical login still fails, do a console login with Ctrl+Alt+F1.
      Try to start an X session on another display—the first one
      (:0) is already in use:
     
startx -- :1

      This should bring up a graphical screen and your desktop. If it does
      not, check the log files of the X Window System
      (/var/log/Xorg.displaynumber.log)
      or the log file for your desktop applications
      (.xsession-errors in the user's home directory)
      for any irregularities.
     

	
      If the desktop could not start because of corrupt configuration files,
      proceed with Section “Login Successful but GNOME Desktop Fails” or
      Section “Login Successful but KDE Desktop Fails”.
     




Login to Encrypted Home Partition Fails




    It is recommended to use an encrypted home partition for laptops. If you
    cannot log in to your laptop, the reason is usually simple: your
    partition could not be unlocked.
   

    During boot time you have to enter the passphrase to unlock your
    encrypted partition. If you do not enter it, the boot process continues,
    leaving the partition locked.
   

    To unlock your encrypted partition, proceed as follows:
   
	
      Switch to the text console with Ctrl+Alt+F1.
     

	
      Become root.
     

	
      Restart the unlocking process again with:
     
/etc/init.d/boot.crypto restart

	
      Enter your passphrase to unlock your encrypted partition.
     

	
      Exit the text console and switch back to the login screen with
      Alt+F7.
     

	
      Log in as usual.
     




Login Successful but GNOME Desktop Fails




    If this is true for a particular user, it is likely that the user's
    GNOME configuration files have become corrupted. Some symptoms might
    include the keyboard failing to work, the screen geometry becoming
    distorted, or even the screen coming up as a bare gray field. The
    important distinction is that if another user logs in, the machine works
    normally. If this is the case, it is likely that the problem can be
    fixed relatively quickly by simply moving the user's GNOME configuration
    directory to a new location, which causes GNOME to initialize a new one.
    Although the user is forced to reconfigure GNOME, no data is lost.
   
	
      Switch to a text console by pressing Ctrl+Alt+F1.
     

	
      Log in with your user name.
     

	
      Move the user's GNOME configuration directories to a temporary
      location:
     
mv .gconf  .gconf-ORIG-RECOVER
mv .gnome2 .gnome2-ORIG-RECOVER

	
      Log out.
     

	
      Log in again, but do not run any applications.
     

	
      Recover your individual application configuration data (including the
      Evolution e-mail client data) by copying the
      ~/.gconf-ORIG-RECOVER/apps/ directory back into
      the new ~/.gconf  directory as follows:
     
cp -a .gconf-ORIG-RECOVER/apps .gconf/

      If this causes the login problems, attempt to recover only the
      critical application data and reconfigure the remainder of the
      applications.
     




Login Successful but KDE Desktop Fails




    There are several reasons why a KDE desktop would not allow users to
    login. Corrupted cache data can cause login problems as well as corrupt
    KDE desktop configuration files.
   

    Cache data is used at desktop start-up to increase performance. If this
    data is corrupted, start-up is slowed down or fails entirely. Removing
    them forces the desktop start-up routines to start from scratch. This
    takes more time than a normal start-up, but data is intact after this
    and the user can login.
   

    To remove the cache files of the KDE desktop, issue the following
    command as root:
   
rm -rf /tmp/kde-user /tmp/ksocket-user

    Replace user with the actual username.
    Removing these two directories just removes the corrupted cache files.
    No real data is harmed using this procedure.
   

    Corrupted desktop configuration files can always be replaced with the
    initial configuration files. If you want to recover the user's
    adjustments, carefully copy them back from their temporary location
    after the configuration has been restored, using the default
    configuration values.
   

    To replace a corrupted desktop configuration with the initial
    configuration values, proceed as follows:
   
	
      Switch to a text console by pressing Ctrl+Alt+F1.
     

	
      Log in with your username.
     

	
      Move the KDE configuration directory and the
      .skel files to a temporary location:
     
	
        For KDE3 use these commands:
       
mv .kde  .kde-ORIG-RECOVER 
mv .skel .skel-ORIG-RECOVER

	
        For KDE4 use these commands:
       
mv .kde4  .kde4-ORIG-RECOVER 
mv .skel .skel-ORIG-RECOVER




	
      Log out.
     

	
      Log in again.
     

	
      After the desktop has started successfully, copy the user's own
      configurations back into place:
     
cp -a KDEDIR/share .kde/share

      Replace KDEDIR with the directory from
      Step 3.
     
Important

       If the user's own adjustments caused the login to fail and continue
       to do so, repeat the procedure as described above, but do not copy
       the .kde/share directory.
      






Source Code




  The source code of openSUSE is publicly available. To download the
  source code, proceed as outlined under
  http://www.novell.com/products/suselinux/source_code.html.
  If requested we send you the source code on a DVD. We need to charge a $15
  or €15 fee for creation, handling and postage. To request a DVD of the
  source code, send an e-mail to
  sourcedvd@suse.de or mail
  the request to:
 

  SUSE Linux Products GmbH
  Product Management
  openSUSE
  Maxfeldstr. 5
  D-90409 Nürnberg
  Germany
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About This Guide




  This manual will see you through your initial contact with
  openSUSE®. Check out the various parts of this manual to learn how
  to install, use and enjoy your system.
 
	Installation and Setup
	
     Guides you through the installation process and the basic configuration
     of your system. Introduces YaST, the central tool for installation
     and configuration of your system. Learn how to set up or modify key
     components of your system: hardware components such as monitors or
     printers and network connections such as Internet access. Find how to
     install or remove software, how to administer users and groups, and how
     to make use of the various system languages available with
     openSUSE.
    

	Basics
	
     This part mainly addresses to users changing to Linux from other
     operating systems. It introduces basic Linux concepts such as the user
     concept, the structure of the file system and access permissions for
     files and directories. An introduction to the shell is also provided,
     although you hardly ever need the command line to interact with your
     system nowadays.
    

	Help and Troubleshooting
	
     Provides an overview of where to find help and additional documentation
     in case you need more information or want to perform specific tasks
     with your system. Also find a compilation of the most frequent problems
     and annoyances and learn how to solve these problems on your own.
    




  Many chapters in this manual contain links to additional documentation
  resources. This includes documentation that is available on the system as
  well as documentation available on the Internet.
 

  For an overview of the documentation available for your product and the
  latest documentation updates, refer to
  http://www.novell.com/documentation/opensuse112 or to the
  following section.
 
Available Documentation




  We provide HTML and PDF versions of our books in different languages.
  
 
	Start-Up
   
	
     Guides you through the installation and basic configuration of your
     system. For newcomers, the manual also introduces basic Linux concepts
     such as the file system, the user concept and access permissions and
     gives an overview of the features openSUSE offers to support
     mobile computing. Provides help and advice in troubleshooting.
    

	“KDE User Guide” (↑KDE User Guide)
   
	
     Introduces the KDE desktop of openSUSE. It guides you through
     using and configuring the desktop and helps you perform key tasks. It
     is intended mainly for users who want to make efficient use of KDE as
     their default desktop.
    

	“GNOME User Guide” (↑GNOME User Guide)
   
	
     Introduces the GNOME desktop of openSUSE. It guides you through
     using and configuring the desktop and helps you perform key tasks. It
     is intended mainly for end users who want to make efficient use of
     GNOME desktop as their default desktop.
    

	“Application Guide” (↑Application Guide)
   
	
     Learn how to use and configure key desktop applications on
     openSUSE. This guide introduces browsers and e-mail clients as
     well as office applications and collaboration tools. It also covers
     graphics and multimedia applications.
    

	“Reference” (↑Reference)
   
	
     Gives you a general understanding of openSUSE and covers advanced
     system administration tasks. It is intended mainly for system
     administrators and home users with basic system administration
     knowledge. It provides detailed information about advanced deployment
     scenarios, administration of your system, the interaction of key system
     components and the set-up of various network and file services
     openSUSE offers.
    

	“Security Guide” (↑Security Guide)
   
	
     Introduces basic concepts of system security, covering both local and
     network security aspects. Shows how to make use of the product inherent
     security software like Novell AppArmor (which lets you specify per program which
     files the program may read, write, and execute) or the auditing system
     that reliably collects information about any security-relevant events.
    




  In addition to the comprehensive manuals, several quick start guides are
  available:
 
	“KDE Quick Start” (↑Quick Start Manuals)
   
	
     Gives a short introduction to the KDE desktop and some key applications
     running on it.
    

	“GNOME Quick Start” (↑Quick Start Manuals)
   
	
     Gives a short introduction to the GNOME desktop and some key
     applications running on it.
    

	“Installation Quick Start” (↑Quick Start Manuals)
   
	
     Lists the system requirements and guides you step-by-step through the
     installation of openSUSE from DVD, or from an ISO image.
    

	Novell AppArmor Quick Start
	
     Helps you understand the main concepts behind Novell® AppArmor.
    




  Find HTML versions of most product manuals in your installed system under
  /usr/share/doc/manual or in the help centers of your
  desktop. Find the latest documentation updates at
  http://www.novell.com/documentation where you can download
  PDF or HTML versions of the manuals for your product.
 


Chapter 5. Using NetworkManager




  NetworkManager is the ideal solution for laptops and other portable computers. It
  supports state-of-the-art encryption types and standards for network
  connections, including connections to 802.1x protected networks. With
  NetworkManager, you do not need to worry about configuring network interfaces and
  switching between wired or wireless networks when you are moving. NetworkManager can
  automatically connect to known wireless networks or manage several network
  connections in parallel—the fastest connection is then used as
  default. Furthermore, you can manually switch between available networks
  and manage your network connection using an applet in the system tray.
 

  Instead of only one connection being active, multiple connections may be
  active at once. This enables you to unplug your laptop from an Ethernet
  and remain connected via a wireless connection.
 
Use Cases for NetworkManager




   NetworkManager provides a sophisticated and intuitive user interface which enables
   users to easily switch their network environment. However, NetworkManager is not a
   suitable solution in the following cases:
  
	
     Your computer provides network services for other computers in your
     network, for example, it is a DHCP or DNS server.
    

	
     Your computer is a Xen server or your system is a virtual system
     inside Xen.
    

	
     You want to use SCPM for network configuration management. To use SCPM
     and NetworkManager at the same time, disable the network resource in SCPM
     configuration.
    





Clock and Time Zone




   In this dialog, select your region and time zone. Both are preselected
   according to the selected installation language. To change the
   preselected values, either use the map or the drop down lists for
   Region and Time Zone. When using
   the map, point the cursor at the rough direction of your region and
   left-click to zoom. Now choose your country or region by left-clicking.
   Right-click to return to the world map.
  
Figure 1.4. Clock and Time Zone
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   To set up the clock, choose whether the Hardware Clock is Set to
   UTC. If you run another operating system on your machine, such
   as Microsoft Windows, it is likely your system uses local time instead.
   If you only run Linux on your machine, set the hardware clock to UTC and
   have the switch from standard time to daylight saving time performed
   automatically.
  

   If a network is already configured, the time is
   automatically synced via Network Time Protocol (NTP) with the openSUSE
   time server (opensuse.pool.ntp.org). Click
   Change to either alter the NTP settings or to
   Manually set the time. See
   “Time Synchronization with NTP” (↑Reference) for more information on configuring the
   NTP service. When finished, click Accept to continue
   the installation.
  

Starting Programs and Handling Processes




   As you have seen in Section “Editing Texts”, programs can be
   started from the shell. Applications with a graphical user interface need
   the X Window System and can only be started from a terminal window within
   a graphical user interface. For example, if you want to open a file named
   vacation.pdf in your home directory from a terminal
   window in KDE or GNOME, simply run xpdf ~/vacation.pdf
   (or evince ~/vacation.pdf) to start a PDF viewer
   displaying your file.
  

   When looking at the terminal window again you will realize that the
   command line is blocked as long as the PDF viewer is open, meaning that
   your prompt is not available. To change this, press Ctrl+Z to suspend
   the process and enter  bg to send the process to the background.
   Now you can still have a look at vacation.pdf while
   your prompt is available for further commands. An easier way to achieve
   this is by sending a process to the background directly when starting it.
   To do so, add an ampersand at the end of the command:
  
okular ~/vacation.pdf &

   If you have started several background processes (also named jobs) from
   the same shell, the jobs  command gives you an overview of the jobs (including the job
   number and their status):
  
tux@linux:~> jobs
[1]   Running        okular book.opensuse.startup-xep.pdf &
[2]-  Running        okular book.opensuse.reference-xep.pdf &
[3]+  Stopped        man jobs

   To bring a job to the foreground again, enter  fg job number.
  

   Whereas job only shows the background processes
   started from a specific shell, the ps  command (run without options) shows a list of all your
   processes—those you started. Find an example output below:
  
tux@linux:~> ps
PID TTY          TIME CMD
15500 pts/1    00:00:00 bash
28214 pts/1    00:00:00 xpdf
30187 pts/1    00:00:00 kate
30280 pts/1    00:00:00 ps

   In case a program cannot be terminated in the normal way, use the
   kill  command to stop the process (or processes) belonging to that
   program. To do so, specify the process ID (PID) shown by the output of
   ps. For example, to shut down the Kate editor in the
   example above, enter
  
kill 30187

   This sends a TERM signal that instructs the program
   to shut itself down.
  

   Conversely, if the program or process you want to terminate is a
   background job and is shown by the jobs command, you
   can also use the kill command in combination with the
   job number to terminate this process:
  
kill % job number

   If kill does not help—as is sometimes the case
   for “runaway” programs—try
  
kill -9 PID

   This sends a KILL signal instead of a
   TERM signal, bringing the specified process to an
   end in most cases.
  

   This section is intended to introduce the most basic set of commands for
   handling jobs and processes. Find an overview for system administrators
   in “Processes” (Chapter “System Monitoring Utilities”, ↑Reference).
  

The Boot Screen




   The boot screen displays a number of options for the installation
   procedure. Boot from Hard Disk boots the installed
   system and is selected by default, because the CD is often left in the
   drive. Select one of the other options with the arrow keys and press
   Enter to boot it. The relevant options are:
  
	Installation
    
	
      The normal installation mode. All modern hardware functions are
      enabled. In case the installation fails, see
      F5Kernel
     for boot options that
      disable potentially problematic functions.
     

	Repair Installed System
    
	
      Boots into the graphical repair system. More information on repairing
      an installed system is available in
      Section “Recovering a Corrupted System”.  This
      option is not available on LiveCDs.
     

	Rescue System
    
	
      Starts a minimal Linux system without a graphical user interface. For
      more information, see
      Section “Using the Rescue System”. 
      This option is not available on LiveCDs.
     

	Check Installation Media
    
	
      This option is only available when you install from media created from
      downloaded ISOs. In this case it is recommended to check the integrity
      of the installation medium. This option starts the installation system
      before automatically checking the media. In case the check was
      successful, the normal installation routine starts. If a corrupt media
      is detected, the installation routine aborts.
     

	Firmware Test
    
	
      Starts a BIOS checker that validates ACPI and other parts of your
      BIOS. This option is not available on the
      LiveCDs.
     

	Memory Test
    
	
      Tests your system RAM using repeated read and write cycles. Terminate
      the test by rebooting. For more information, see
      Section “Fails to Boot”. This option is not
      available on the LiveCDs.
     



Figure 1.1. The Boot Screen
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   Use the function keys indicated in the bar at the bottom of the screen to
   change the language, screen resolution, installation source or to add an
   additional driver from your hardware vendor:
  
	F1Help
    
	
      Get context-sensitive help for the active element of the boot screen.
      Use the arrow keys to navigate, Enter to follow a
      link, and Esc to leave the help screen.
     

	F2Language
    
	
      Select the display language and a corresponding keyboard layout for
      the installation. The default language is English (US).
     

	F3Video Mode
    
	
      Select various graphical display modes for the installation. Select
      Text Mode if the graphical installation causes
      problems.
     

	F4Source
    
	
      Normally, the installation is performed from the inserted installation
      medium. Here, select other sources, like FTP or NFS servers. If the
      installation is deployed on a network with an SLP server, select an
      installation source available on the server with this option. Find
      information about SLP in “SLP Services in the Network” (↑Reference).
     

	F5Kernel
    
	
      If you encounter problems with the regular installation, this menu
      offers to disable a few potentially problematic functions. If your
      hardware does not support ACPI (advanced configuration and power
      interface) select No ACPI to install without ACPI
      support. No local APIC disables support for APIC
      (Advanced Programmable Interrupt Controllers) which may cause problems
      with some hardware. Safe Settings boots the system
      with the DMA mode (for CD/DVD-ROM drives) and power management
      functions disabled.
     

      If you are not sure, try the following options first:
      Installation—ACPI Disabled or
      Installation—Safe Settings. Experts can also
      use the command line (Boot Options) to enter or
      change kernel parameters.
     

	F6Driver
    
	
      Press this key to notify the system that you have an optional driver
      update for openSUSE. With File or
      URL, load drivers directly before the installation
      starts. If you select Yes, you are prompted to
      insert the update disk at the appropriate point in the installation
      process.
     

	F7Arch
    
	
      If you install from an installation medium supporting 32bit and 64bit
      architectures and have a processor with 64-bit support, select whether
      to install a 64-bit or 32-bit system. By default, a 64-bit system is
      installed on a computer with 64-bit support. To install a 32-bit
      system, press F7 then select
      32bit.
     



Using IPv6 during the Installation

    By default you can only assign IPv4 network addresses to your machine.
    To enable IPv6 during installation, enter one of the following
    parameters at the bootprompt: ipv6=1 (accept IPv4 and
    IPv6) or ipv6only=1 (accept IPv6 only).
   


   After starting the installation, openSUSE loads and configures a
   minimal Linux system to run the installation procedure. To view the boot
   messages and copyright notices during this process, press
   Esc. On completion of this process, the YaST
   installation program starts and displays the graphical installer.
  
Installation without a Mouse

    If the installer does not detect your mouse correctly, use
    Tab for navigation, arrow keys to scroll, and
    Enter to confirm a selection. Various buttons or
    selection fields contain a letter with an underscore. Use
    Alt-Letter
    to select a button or a selection directly instead of navigating there
    with the Tab button.
   


Searching for Files or Contents




   Bash offers you several commands to search for files and to search for
   the contents of files:
  
	locate
    
	
      This utility is only available if you have installed the
      findutils-locate
      package. With this command you can find out in which directory a
      specified file is located. If desired, use wild cards to specify
      filenames. The program is very quick, because it uses a database
      specifically created for the purpose (rather than searching through
      the entire file system). This very fact, however, also results in a
      major drawback: locate is unable to find any files created after the
      latest update of its database. The database can be generated by
      root running
      updatedb.
     

	find
    
	
      With find, search for a file in a given directory.
      The first argument specifies the directory in which to start the
      search. The option -name must be followed by a
      search string, which may also include wild cards. Unlike
      locate, which uses a database,
      find scans the actual directory.
     

	grep
    
	
      The grep command finds a specific search string in
      the specified text files. If the search string is found, the command
      displays the line in which searchstring was found,
      along with the filename. If desired, use wild cards to specify
      filenames.
     



Examples for Searching




     The KDE and GNOME desktops store user-specific application data in
     hidden directories, for example .kde and
     .gnome.
    
	
      To locate these directories on your computer, enter
     
locate .kde

      if you have installed KDE desktop or
     
locate .gnome

      if you have installed GNOME desktop.
     

      You will see that locate displays all file names in
      the database that contain the string .kde or
      .gnome anywhere. To learn how to modify this
      behavior refer to the man page of locate.
     

	
      To search your home directory for all occurrences of filenames that
      contain the file extension .txt, use
     
find ~ -name '*.txt' -print

	
      To search a directory (in this case, your home directory) for all
      occurrences of files which contain, for example, the word
      music, enter
     
grep music ~/*

      Note that grep is case-sensitive— unless you use it with the
      -i option. With the command above you will not find
      any files containing Music.
     

      If you want to use a search string which consists of more than one
      word, enclose the string in double quotation marks, for example:
     
grep "music is great" ~/*





